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Notations Used

Term

Description

Out-of-band
management

Out of band (OOB) management tasks are those performed
independent of the power or OS state on the managed client or
system.

DASH

Desktop Mobile Architecture for System Hardware (DASH), is a
client management standard produced by the Distributed
Management Task Force (DMTF). DASH specifies the transport,
management protocol (WS-Man), and DMTF CIM profiles used to
manage desktop and mobile PCs. DASH defines a set of
interoperability standards for managing, monitoring, and
controlling PCs, regardless of system power state (on, off, stand-by)
or OS capability.

DASH-capable

A DASH-capable system is a computer system that conforms to the

MEM console

system DMTF DASH standard.
Management Management controller enables OOB platform management
controller capabilities with technologies such as DASH.
DASH The DASH management controller implements the DASH protocol
management stack. It interfaces with other platform components (BIOS, SB,
controller IMDs, etc.) to get needed information or control the platform.
MEM

i This is the GUI interface of MEM Site Server used for managing
Administrator . . .

MEM servers. MEM console is also called the configuration

Console or

manager console.

Windows
Management
Instrumentation

WMI is the infrastructure for management data and operations on
Windows-based OSes. It provides an interface through which
instrumented components provide information and notification.
WMI is Microsoft's implementation of the Web-Based Enterprise
Management (WBEM) and Common Information Model (CIM)
standards from the Distributed Management Task Force (DMTF).

SQL Server
Reporting Service

SSRS is a server-based report generating software system from Microsoft.
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Chapter 1

Introduction

This document describes features and usages of the AMPS - AMD Management plugin for System Center
Configuration Manger (SCCM). AMPS supports SCCM versions 2211/2303/2309/2403 which are installed
on Windows server versions 2016 and above.

The AMPS is a plugin for MEM. It allows MEM administrators to remotely manage client systems that

support the DMTF DASH standard irrespective of the state of the clients OS.
The plugin supports the DASH 1.0, 1.1 and 1.2 capabilities, including:

Discovery (Manual and Auto).

Authentication (Digest and Active Directory).

Inventory.

Remote Power Control (On/Off).
Wake on DASH.

Boot Control.

Text redirection.

USB redirection.

KVM Redirection

Log Entry

Alert subscription and reception.

Scheduled Power Control on a collection.

Boot Text Image
Boot To BIOS
Disk Wipe

Unown

1.1 Architecture Overview

The architectural overview of the AMPS is illustrated in Figure 1.1 Note all items in yellow DASH UI (DASH
Console extensions), DASH Provider, DASH Proxy and DASH SDK are the components of AMPS.

Advanced Micro Devices 1
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SCCM Console SMS Console Scripts
DASH Console Extensions DASH Extensions
AL, CH] [MMC Snapins C4++]
Y Witdl Scripting AP

‘ System Management |

‘ COM Interop |

VWMI COM API
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Figure 1.1: AMPS Architecture Overview
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1.2 Prerequisites and System Requirements

The prerequisites to install AMPS are:

e Supported Microsoft Endpoint Configuration Manager must be installed.
e The Site server must be configured.

For information on the hardware and software requirements, refer to the following web location:
https.//docs.microsoft.com/en-in/sccm/core/plan-design/configs/supported-configurations

Advanced Micro Devices Page |15
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1.3 Installing and Un-installing AMPS

You can deploy AMPS in three possible scenarios.

e AMPS with MEM Console and Standalone Site Server: In this scenario, the MEM Site server
and the console are on the same system. Install AMPS on this system that has both the Site
server and console.

e AMPS with MEM Console: In this scenario, the MEM site server and MEM console are on two
different systems. Therefore, you need to install AMPS twice, once on the site server system
and once on the MEM console system. First, complete installation of plugin on the site server
and then install the plugin on the console system. Plugin software automatically guides and
lets you install only the required components on each system (site server and console).

e AMPS with CAS (Central Administration Site): Here, the IT infrastructure will have CAS and
one or more primary sites, along with optional secondary sites. Details of AMPS installation
in CAS is described in the section 'AMPS deployment in CAS".

1.3.1 AMPS deployment in CAS

In CAS infrastructure, AMPS software must be installed in this order:

—_

Ensure previous versions of AMPS (if any) are uninstalled from all primary site servers and CAS
site system.

Install AMPS first on CAS system.

After the installation is complete on CAS system, install AMPS on all primary site server systems
which manage DASH capable systems.

4. ltis not required to install AMPS on secondary site server systems.

wn

Similarly, uninstall of AMPS in CAS infrastructure must be done in this order:

1. AMPS must be uninstalled from all primary site servers.
2. Finally, AMPS must be uninstalled from CAS.

Note: Upgrade can be done in any order. Ensure after upgrade, the version of AMPS on CAS, primary
Site severs and Administrative console are same.

1.3.2 Installing/Upgrading AMPS

To install/upgrade the DASH plug-in for both the above scenarios,

1. Use the AMPS-<version>-AMD.exe installer.
2. Follow the steps in the Install wizard to complete installation.

1.33 Uninstalling AMPS

To uninstall AMPS, perform the following steps:
1. In Control Panel, click Programs and Features.
2. Double-click the AMD Management Plugin for SCCM program to uninstall.

Advanced Micro Devices Page |16
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[l Programs and Features — O s

<« “ ‘1 [ » Control Panel » Programs » Programs and Features v Search Programs and Features 0

Contrel Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tumn Windows features on or
off

Organize = | Uninstall SEE 4 o
Install a program from the ~
network MName Uninstall this program blisher Installed On  Size Version
AMD Management Plugin for SCCM ...  Advanced Micro Devices, Inc. 15-09-2020 26,7MB  5.0.0.1100

|3 Browser for SQL Server 2019 Microseft Corporation 10-08-2020 148MB  15.0.2000.5

Figure 1.2: Control Panel AMPS Uninstallation
Alternatively,

1. Run the AMPS-<version>-AMD.exe installer.
2. Click the Remove button to uninstall the plugin.

]ﬁ AMD Management Plugin for SCCM - 5.5.0.1109 >

Remove the Program

‘fou have chosen to remove the program from your system, AI ID ‘l

Click Remove to remove AMD Management Plugin for SCCM from your computer. After
removal, this program will no langer be available for use.

If you want to review or change any settings, did: Back,

Installshield

Figure 1.3: Removing AMPS using AMPS installer

1.4 Using the AMPS Features

AMPS extends the MEM Administrator console to support out-of-band management using DASH.
AMPS provides the following features:

e Configure MEM for DASH operations.
o Perform DASH operations on DASH-capable systems.

The AMPS installation creates the following nodes to provide the above features.

Advanced Micro Devices Page |17
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Note:

1.4.1

Configuration node called DASH Configuration. This node contains the screen to capture the
configuration information for DASH.

Configuration node called DASH Scheduled Tasks. This node contains the screen to view all the
scheduled DASH tasks

Collection node called All DASH Capable Systems. This collection node contains all the devices
which are DASH capable.

Collection node called All DASH Managed Systems. This collection node contains all the devices
which are DASH capable and provisioned with working credentials.

Collection node called All DASH Unmanaged Systems. This collection node contains all the
devices which are DASH capable but not provisioned correctly.

If you are installing the plugin to an MEM console, first install it to the primary site.

Accessing the DASH Configuration node

To configure MEM for DASH operations, perform the following steps:

1.
2.

3.

In the Microsoft Endpoint Configuration Manager window, click Administration.

Expand the Overview node, then click the DASH Management node, and select DASH
Configuration.

Click the properties ribbon icon.
The DASH configuration screen is displayed. For details on configuration, refer to Chapter 2.

Figure 1.4 illustrates these steps.

Advanced Micro Devices Page |18
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T v |E|} % » Administration » Owerview » DASH Management » DASH Configuration
Administration <+ DASH Configuration 1 items
4 qj Cverview  lean Server Mame : State Version
» &5 Updates and Servicing ] Ehﬂ & Propertic E Site Active 5.00.8068.1000

* [ Hierarchy Configuration

| Cloud Services

| Site Configuration
K Client Settings

» [ Security
==::E Distribution Peints
5;_“ Distribution Peint Groups
» [l Migration
n DASH Management
E DASH Configuration
I#] DASH Scheduled Tasks

[ 9

& Assets and Compliance
5 software Library

Bl Monitoring

Al Mministration

g; Community

Figure 1.4: Configure MEM for DASH operations
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1.4.2

Accessing the DASH Scheduled Tasks node

To access the DASH Scheduled Tasks node, perform the following steps :
1. In the Microsoft Endpoint Configuration Manager window, click Administration.
2. Expand the Overview node, then click the DASH Management node, and select DASH

Scheduled Tasks.

3. Click the properties ribbon icon.
The DASH configuration screen is displayed. For details on configuration, refer to Chapter 2.

Figure 1.5 illustrates these steps.

Administration

4 i Overview
i:z Updates and Servicing
| Hierarchy Configuration
| Cloud Services
| Site Configuration
R Client Settings
| Security
271 Distribution Points
277 Distribution Point Groups
| Migration
| Management Insights
= aDASH Management
E DASH Configuration

DASH Scheduled Tasks
a" Assets and Compliance
1 P

]@ Software Library

.. Menitoring

r Administration

& v |@ Y »  Administration » Overview » DASH Management » DASH Scheduled Tasks

< DASH Scheduled Tasks 1 items

.
lcon Server Name State

|_E 516-PRLCLe AMAD Soung Cite Active

a Properties I

Version

5.00.8913.1000

Figure 1.5: DASH Scheduled Tasks Node
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1.4.3 Accessing the All DASH Capable Systems node

To perform DASH operations on DASH capable systems, access the All DASH Capable Systems node
as follows:

1. In the Microsoft Endpoint Configuration Manager window, click Assets and Compliance.
2. Expand the Overview node and click Device Collections.

3. Click the All DASH Capable Systems collections node.
All the systems on which you can perform the DASH operations are displayed.

For details on performing the DASH operations, refer to Figure 1.6 illustrates the steps mentioned

above.
(— v | E¢ \ » Assets and Compliance » Overview » Device Collections
[Assets and Compliance < Device Collections 7 items
4 B Overview Search
E, Users lcan MName
1k Devices o All DASH Capable Systerns - SASE
& User Callections o All DASH Managed Systems - SAS
£ Device Collections o All DASH Unmanaged Systerns - SAS
L. User State Migration o All Desktop and Server Clients
. _ g All Mohbile Devices
| Asset Intelligence -
= [ All Systems
|=x Software Metering =
[y All Unknown Computers

| Compliance Settings
| Endpoint Protection

| All Corporate-owned Devices

?\" Assets and Compliance
]ﬁl Software Library
.. Monitoring

J]TI Administration

Figure 1.6: All DASH Capable Systems Node
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1.4.4 Accessing the All DASH Managed Systems node

To perform DASH operations on the DASH Managed systems, access the All DASH Managed Systems

node as follows:

1. In the Microsoft Endpoint Configuration Manager window, click Assets and Compliance.

2. Expand the Overview node and click Device Collections.
3. Click the All DASH Managed Systems collections node.

For details on performing the DASH operations, refer to Figure 1.7 illustrates the steps mentioned above.

|Assets and Compliance

4 B Overview

E, Users

i Devices

a-j« User Collections

i Device Collections

,2__,—; User State Migration
| Asset Intelligence

I_:l Software Metering
| Compliance Settings

| Endpoint Protection

]% Software Library
.. Meonitoring

r Administration

6 - |;':-' % »  Assetsand Compliance »  Owerview »  Device Collections

< Device Collections 7 items

Search
=

lcon MName

v All DASH Capable Systems - SA5

o’ All DASH Managed Systems - SAS

3 All DASH Unmanaged Systems - SAS
All Desktop and Server Clients

All Mobile Devices

All Systems

R R R

All Unknown Computers

| All Corporate-owned Devices

"‘ Assets and Compliance

Figure 1.7: All DASH Managed Systems Node
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1.4.5 Accessing the All DASH Unmanaged Systems node

To perform DASH operations on the DASH Managed systems access the All DASH Unanaged Systems
node as follows:

1. In the Microsoft Endpoint Configuration Manager window, click Assets and Compliance.
2. Expand the Overview node and click Device Collections.

3. Click the All DASH Unmanaged Systems collections node.

For details on performing the DASH operations, refer to Figure 1.8 illustrates the steps mentioned above.

'(- > | £¥ \ » Assets and Compliance » Overview » Device Collections
Assets and Compliance < Device Collections 7 items
4 B Overview Search
E Users lcon Mame
& Devices o All DASH Capable Systems - SAS
# User Collections o All DASH Managed Systems - SAS
& Device Collections ¥ 3] a1 ask Unmanaged systems - sas
&, User State Migration [ All Desktop and Server Clients
. _ & Al Mobile Devices
| Asset Intelligence -
— ) [ All Systems
| = Software Metering -
[ All Unknown Computers

| Compliance Settings
_| Endpoint Protecticn

_| All Corporate-owned Devices

’\"' Assets and Compliance
Tﬁl Software Library
.. Meonitoring

«']TI Administration

Figure 1.8: All DASH Unmanaged Systems Node

1.5 Logging in AMPS

AMPS logs are return to the folder "C:\ProgramData\AMD Management Plugin for SCCM" on AMPS
installed systems as shown in Figure 1.9.
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#» This PC » Local Disk (C:) » ProgramData * AMD Management Plugin for SCCM

Mame B Date modified Type Size

E AlertService.log 23-10-2020 19:349 LOG File 782 KB
_@ AMPSUI-Administrator.log 23-10-2020 19:27 LOG File 189 KB
E AMPSUL-AppAdmin.log 17-09-202014:30 LOG File 1KB
] AMPSUI-AppAuthor.log 17-09-2020 14:25 LOG File 2KB
5 AMPSUI-AppMan.log 17-09-2020 14:13 LOG File 2 KB
EAMPSUI-A;;&MEH.IDQ 17-09-202013:51 LOG File 10 KB
EAMPSUI-CDmpSE’cMan.IDg 17-09-202013:58 LOG File 10 KB
E AMPSUI-EPMan.log 17-09-2020 15:29 LOG File 1KE
E AMPSUL-Ganesh.log 15-09-20201%:36 LOG File 9 KB
_@ AMPSUI-InfraMan.log 17-09-202015:16 LOG File 2 KB
EAMPSUI-OpAdmin.IDg 17-09-202017:44 LOG File 28 KB
E AMPSUI-OpMan.log 17-09-2020 14:32 LOG File 1KB
E AMPSUI-ReadOnly.log 17-09-2020 13:43 LOG File 11 KB
E AMPSUI-RemoteToolslog 15-09-20201%:50 LOG File 2 KB
E AMPSUI-5ecAdmin.og 17-09-202015:26 LOG File 1KB
E AMPSUL-swupdman.log 17-09-202015:19 LOG File 1KE
5 DASHDeploy.log 23-10-2020 12:23 LOG File 551 KB
_@ DASHService.log 23-10-20201%:27 LOG File 6,603 KB

Figure 1.9: Folder path of AMPS logs
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Chapter 2 Configuring DASH in MEM

The DASH Configuration node allows you to configure for Authentication, Management Port,
Management Transport, and DASH Wake-Up.

The DASH Configuration window can be modified only by a user with “Full Administrator” role.

Important: Before performing any DASH operation on the client device, configure DASH with correct
Authentication, Management Port and Management Transport.

To access the DASH Configuration properties, refer to the 1.4.1 section. The screen in Figure 10 appears.
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[%5] DASH Configuration X

Authentication Schemes

Auth Identifier Scheme Username Password Confirm Password
1 AMD D'ged S Mmlnlarator IIIIIIIIIIIIIIIIIIIIIIII
<Not Used> v
3 <Not Used> W
Management Port and Transport Alerts

HTTPS (preffered) |554 |

Event Port: gpgp

O] HrTP 623 |

Configuration Manager Settings
DASH Wakeup - Use DASH to wakeup a collection of devices during power management and package
deployment

[] DASH Auto Discover - Enable automatic DASH discovery of newly found devices by site server

TLS certificate for HTTPS
Trust self signed certificate
Any self-signed TLS certificate, installed

configured with a TLS server certificate

n DASH system will be trusted. Ensure the DASH systems are

DASH Capable check
%] Skip the DASH capability check in the menu
Improves performance in certain configurations. Enable only if required

Cloud Managebility
(] Enable Cloud Managebility

Server Name: Port 443
Mutual Authentication

[] Enable Mutual Authentication Support

Certificate (.pem) Browse

About Help Validate Close

Figure 10: DASH Configuration Screen

Note: See section 0 for configuring in CAS infrastructure.
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2.1 Authentication

AMPS supports up-to 3 authentication entries. Each authentication entry has an authentication identifier,
scheme and corresponding credentials. Provide the identifier and credentials while making the
authentication entries. AMPS has support for two types of authentication schemes, Digest and Active
Directory.

To manage a DASH capable device, the IT administrator needs to provide at-least one valid
authentication entry (Identifier, Scheme, Username, and Password). To manage the target, AMPS uses
the three entries in sequential order to authenticate itself.

Authentication Schemes

Auth Identifier Scheme Username Password Confirm Password
Realtek Digest v | Administrator "ttt e
2 Broadcom Digest v | Administrator v, T
3 <Not Used> v

Figure 11: Authentication Schemes Section

e Among the authentication entries, Identifier is unique.
e You cannot have two entries with same identifier.

e You need to configure one of the 3 authentication entries to all the DASH computer systems
that AMPS is going to manage.

e Configuring the managed system is beyond the scope of AMPS. The IT administrator needs to
use the respective vendor tools to configure the managed computer system.

e To make the changes effective, click on the Save button.

2.2 DASH Management Ports and Transport

AMPS can communicate with the managed DASH computer systems either on HTTP or HTTPS.
User has an option to choose either of the ports or both.

Management Port and Transport

HTTPS (preffered) |664

HTTP 623

Figure 12: Management Ports and Transport Section
Notes:

e The default port for HTTP is 623 and HTTPS is 664.

e The managed ports must match with all managed systems.

e This transport and port selection is used for all the managed DASH computer systems.
e The connectivity details selection is illustrated in Figure 10

e You can make changes to the existing settings.
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e To make the changes effective, click on the Save button.

2.3 Alerts Event Port

AMPS receive alerts from the managed devices for which it subscribes to. The port it should receive
alerts should be configured during the installation process of AMPS. The port number entered during

installation is visible in the configuration screen against Event Port as shown in Figure 13.

Alerts

Event Port: 8080

Figure 13: Alerts Event Port Section

2.4 Configuration Manager Settings

The plugin provides some features that are closely integrated to the MEM functioning. They are:
e DASH Wakeup during package deployment.
e DASH Auto Discovery.

These features are explained in this section.

Configuration Manager Settings

DASH Wakeup - Use DASH to wakeup a collection of devices during power management and package
deployment

DASH Auto Discover - Enable automatic DASH discovery of newly found devices by site server

Figure 14: Configuration Manager Settings Section
2.4.1 DASH Wakeup during Package Deployment

The DASH Wakeup functionality enables MEM users to utilize secure DASH commands in addition to
Wake On LAN (WOL) packets to power up systems.

Wake On LAN (WOL) is an unauthenticated broadcast packet which MEM sends to the collection of
devices before a software deployment activity is performed by MEM.

This WOL packet is not guaranteed to Wake all the devices in the collection. Therefore, to authenticate
and successfully turn on all the devices part of the collection, before deploying a software, you can use
the DASH power on operation provided by the AMPS. .

To support the DASH Wakeup feature, perform the following steps:

Important: Ensure that a working authentication scheme is saved as explained in the Authentication
section.

oIn the DASH Configuration screen Figure 15 Select the DASH Wakeup during Package
Deployment check box, if already not selected.
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e Ensure to enable the Wake On LAN option and a valid future schedule is associated when creating
the software deployment package for a device collection.

If all the above three steps are performed, then DASH power on commands are sent to the device
collection before the deployment of the said package.

DASH Wakeup - Use DASH to wakeup a collection of devices during power management and package
deployment

Figure 15: DASH Wakeup Section

242 Auto Discovery of DASH Devices

Discovery section explains how DASH devices can be discovered for the devices that were part of the
MEM before the plugin was installed.

After AMPS installation, if a new device is added to MEM to be managed, the added device is checked
for DASH support automatically, if the DASH Auto Discover check box is selected.

For more information, refer to Figure 16 Selecting the DASH auto discover checkbox removes the need
to do the manual Discovery at a later stage.

DASH Auto Discover - Enable automatic DASH discovery of newly found devices by site server

Figure 16: DASH Auto Discover Section

2.5 TLS certificate for HTTPS

Trust self signed certificate option allows administrators to ignore self signed TLS certificates used for
HTTPS while performing DASH operations.

TLS certificate for HTTPS

Trust self signed certificate

Figure 17: TLS certificate for HTTPS Section

2.6 DASH Capable check

AMPS validates the selected system if its DASH capable before enabling DASH operations on the
system, so SCCM operations will also be blocked until AMPS verifies. If user wants to perform any non
DASH operations user will need to wait until AMPS validation is complete. This option helps user to
skip the waiting time which AMPS takes to validate DASH capability.

If this option is checked, AMPS will not validate if the user selected system is DASH capable and
enables all the DASH operations on the selected system. This option will be helpful only incase user
wants to do any non DASH operations.
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If this option is not checked, AMPS will perform the DASH capability check before enabling DASH
operations on the selected system. By default this option will be unchecked as shown in Figure 18.

DASH Capable check
[ 1 Skip the DASH capability check in the menu

Improves performance in certain configurations. Enable only if required

Figure 18: AMPS DASH Capable check

2.7 Cloud Manageability

AMPS supports Cloud manageability, user can enable this option and provide Cloud server name and
Cloud port details so that AMPS can perform DASH operations through Cloud server.

Once this option is enabled all DASH traffic will be routed through Cloud server.

Cloud Managehbility
Enable Cloud Managebility

Server Name: |acms.amd.com| | Port: |443 |

Figure 19: AMD Cloud manageability settings

2.8 Mutual Authentication

AMPS supports Mutual Authentication, user can enable this option and provide Mutual Authentication
certificate path, so that AMPS can perform DASH operations on systems which has Mutual
Authentication enabled. Only .pem files are supported for Mutual Authentication..

Once this option is enabled all DASH traffic will be routed through Cloud server.

Mutual Authentication

[] Enable Mutual Authentication Support

Certificate (\pem) Browse

Figure 20: Mutual Authentication settings

2.9 Configuration in CAS

In CAS infrastructure, it is required to configure settings for any one primary site server. The same
DASH Configuration settings are used by all other primary site servers for communication with DASH
capable systems.

Note: It must take few minutes for the configuration settings to propagate in CAS infrastructure. If the

settings are not updated, check if replication status is good in Monitoring\Overview\Site Hierarchy
section in Console.

2.10 Information about the AMPS Plugin

To know about the AMPS plugin version number and URL for other DASH related tools from AMD:

e In the Configuration screen, click the About button.
The About screen appears as illustrated in Figure
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About *
&=

Mame: AMD Management Plugin far SCCM

Version: 7001313

www.amd.com/DASH

Figure 21: About Screen
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Chapter 3 Performing DASH Operations

The AMPS installation creates a collection node called All DASH Capable Systems. This collection
contains all the devices which are DASH capable.

For information on how to access the All DASH Capable Systems node, refer to the section 1.4.3
The following DASH operations can be performed on devices under DASH capable devices:

Discovery.

e Power Control.

¢ Boot Control.

e Text Redirection.

e USB Redirection.

o Alerts.

e Inventory.

e Log Entry.

e Boot to Text Image
e Firmware Update
e Boot to BIOS(KVM Profile)
e KVM Redirection

3.1 Discovery

The AMPS supports the DASH discovery of DASH capable systems within a collection or the discovery
of an individual client device.

3.1.1 Discovering a Collection

The AMPS Discover feature allows you to automatically discover the DASH capable systems within a
collection.

To discover DASH capable client systems in a collection, perform the following steps:

1. Expand the Assets and Compliance node.
Click Device Collections.
In the right pane, list of all the collections appears.

3. Right-click the collection in which you want to discover all the DASH capable systems.
The shortcut menu appears.

4. 1In the shortcut menu, Point to DASH and then click Discover.

Discovery of the DASH capable client systems in All Systems Collections is illustrated in Figure
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Home DASH Folder

Discover | Power Firmware
Control Upgrade

DASH
e * | E¥ % » Assetsand Complisnce » Overview » Device Collections
Assets and Compliance < Device Collections 14 items
4 B Overview Search
3_;, Users lcon Name
1A Devices o All DASH Capable Systems - W16
é User Callections o All DASH Capable Systems - WP

All DASH Managed Systems - W16
All DASH Managed Systems - WP1
All DASH Unmanaged Systemns - W16
All DASH Unmanaged Systems - WP1
All Desktop and Server Clients

All Mobile Devices

i;t' Device Collectio ns

&9 User State Migration
~| Asset Intelligence

.Ii Software Metering
_| Compliance Settings

&l Endpoint Protection All Provisioning Devices

All Systems

All Unknown Computers

“| All Corporate-owned Devices

Call Center Systems

Executive Systems

E Assets and Compliance | 1
i P

ﬁ Software Library

B T T T T T T T

Office Systems

Figure 22 DASH Collection Node

The Discover Collection dialog box appears as shown in Figure 20 & Figure 21.

5. To discover DASH capable systems in the collections, click the Apply button.
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Discovery on collection "All Systems' x

Discovery on collection

DASH Discovery on the collection will be scheduled. DASH Capable clients will be moved to
'All DASH Capable Systems' collection. Do you want to continue?

Schedule time Immediate

Help Schedule Apply Cancel

Figure 20: Imnmediate Discovery Schedule on Collection

Discovery on collection 'All Systerns' x

Discovery on collection

DASH Discovery on the collection will be scheduled. DASH Capable clients will be moved to
‘All DASH Capable Systems' collection. Do you want to continue?

'‘Discovery' occurs one time at 2020-10-13
0705 PM

Schedule time

Help Aoply Cancel

Figure 21: Schedule Discovery on Collection

The systems that are DASH capable are now moved to the All DASH Capable Systems collection.
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Discovery on collection 'All Systems' x
Discovery Result
Discovery operation has been scheduled successfully.
Figure 22: Discovery Result
this is the window shown when user clicks on "Apply" button.
3.1.2 Discovering a Device
This feature enables you to discover a single DASH capable system.
To discover an individual DASH capable system, perform the following steps:
1. Expand the Assets and Compliance node.
. Expand the Devices node and click All Systems.
3. Inthe right pane, right-click the device for which you want to discover DASH.
The shortcut menu appears.
4. In the shortcut menu, point to DASH and then click Discover.
The Discover a Device procedure is illustrated in Figure 23.
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Home DASH

Discoverf Power  Boot

BBE B O ENG

Control Control Redlrectlun Redirection R.EdIrECtICIn

Aol

€« SR
Assets and Compliance

4 B Overview
.5 Usears
i Devices
ﬁ* User Collections
&¥ Device Collections
& User State Migration
» [ Asset Intelligence
E Software Metenng
» [l Compliance Settings
» [l Endpoint Protection

[ All Corporate-owned Devices

L# Assets and Compliance

ﬁ Software Library

Assets and Compliance  »

USE Alerts Firmware Log Inventory | Resource | Boot Text Boot To
Upgrade Entry Explorer  Image BIOS
DASH
Overview ¥ Devices
< Devices 12 items
Search
lcon MName : Client Primary Usen(s) Currently Logged on User
= 10.136.5.254 No
i 10.138.143.254 No
Lo} DEV-MALA Yes W18\ Administrator
!ﬂ HP5850 Yes Wig\Administrator
Lo} HP705G4-4 Yes W1B\Administrator
®  wmnsan [3] Yes W16\Administrator
e Prc:-visioningEvice[Pm... Mo
Lo} W16-CAS Yes W18\ Administrator
!ﬂ W16-PR1 Yes Wig\Administrator
Lo} W16-WIN10E Yes W1G\Administrator
1 x64 Unknown Computer... No
e %86 Unknown Computer... Mo

Figure 23: DASH Discovery on a Device
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The Discovery Result dialog box appears as shown in Figure 24.

& Discovery on device 'SECONDARY1" -

Discovery Result

SECOMDARYT is DASH capable system.

DASH Port : 623
DASH Version . 1.1.0
Product Vendor @ Broadcom Corporation

Product Version : 1.54.0.0 Aug 92012 1515822

Protocol Version :  http://schemas.dmtf.org/wbem/wsman, 1/ wsman.xsd
Security Profiles

1. http:/f=chemas.dmtf.org/whem/wsman,/1/wsrman/secprofile/http/digest
2. http://=chemas.dmtf.org/whem/wsman/1/wsman/secprofile/http/spnego-
3, http:/fschemas.dmtf.org/whem/wsman,/1/wsman/secprofile/https/digest
4, http:/schemas.dmtf.org/whem/wsman,/1/wsman/secprofile/https/basic
3. http:/fschemas.dmtf.org/whem/wsman,/ 1/ wsman/secprofile/https/spnego

< m >

Figure 24: Result of Discovery on Device

5. In the Discovery Results dialog box, click the OK button.
The system that are DASH capable are now moved to the All DASH Capable Systems collection.

3.2 Power Control

This feature allows you to control the power state of a DASH-capable client system or group of systems,
including power on, power off, power reset, and power cycle.

3.2.1 Power Control on Collection
AMPS allows you to control the power state of a group of systems in a given collection.
To control the power state of a collection node, perform the following steps:

1. Expand the Assets and Compliance node.
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2. Expand the Overview node and click Device Collections.
In the right pane, the list of all the available collections appears.

3. Right-click the collection for which you want to initiate power control.
The shortcut menu appears.

4. 1In the shortcut menu, select DASH and then click Power Control.

Figure 25 illustrates the above steps.

& User Collections

DASH Folder
Discover| Power |Firmware
Upgrade
T i | ;':J' % » Assetsand Compliance » Overview » Device Collections
Assets and Compliance < Device Collections 14 items
4 B Overview search
&, Users lcon MName -
& Devices o All DASH Capable Systems - W16

All DASH Capable Systems - WP1

¥ Device Collectio ns 3 All DASH Managed Systems - W16
¥ All DASH Managed Systems - WP

3 All DASH Unmanaged Systemns - W16
3 All DASH Unmanaged Systems - WP1

3_-,9 User State Migration

| Asset Intelligence

| = Software Metenng -

i 3 All Desktop and Server Clients
C li Seth =

- omplenes serngs Al Mobile Devices

el il ¥ All Provisioning Devices

_| All Corporate-owned Devices = Al Systems

oy All Unknown Computers
(3 Call Center Systems

‘#-"; Assets and Compliance <

ﬁ Software Library

Executive Systems

Office Systems

Figure 25: Power Control on Collection

The Power Control on Collection dialog box appears, as shown in Figure 26 and Figure 27.
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Power Control on collection

Mame

Power state to apply :

Schedule time

500 Systems

Power On
On
Initiate the transition of the system to

full on state (corresponding ACPI state
G0/50).

Immediate

Figure 26: Immediate Power Control on Collection
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Power Control on collection '500 Systems’ -

Power Control on collection

Mame : 500 Systems
Power state to apply : | Power On A
On

Initiate the transition of the system to
full on state (corresponding ACPI state
G0/S0).

Schedule time :  'Power On' occurs every 1 week(s) on
Tuesday starting on 2016-02-02 15:00
till 2016-02-29 23:59

Help | | Schedule | Applhy | | Close

Figure 27: Scheduled Power Control on Collection

5. In the Power Control on Collection dialog box, select a desired value from the Power state to
apply drop-down list.
The following power state options are available:

Power On: Initiates the transition of the system to the full ON state (corresponding ACPI
state GO/S0).

Sleep: Initiates the transition of the system to the standby or sleep state (G1/S3).

Hibernate: Initiates the transition of the system to the hibernation state, writes system
context to non-volatile storage, and powers off the system and devices (G1/54).

Power Shutdown: Initiates the transition of the system to the off state (corresponding
ACPI state G2/S5), in which the system consumes a minimal amount of power.

Power Restart: Initiates an orderly transition of the system to the power off state
(corresponding ACPI state G2/S5), in which the system consumes a minimal amount of
power, followed by a transition to the on state (corresponding ACPI state GO/S0).

Power Immediate Warm Reset: Initiates a hardware reset of the system.

Note: The Power Shutdown and Power Restart functions depend on the capabilities of the
managed device.

6. Schedule Time states the occurrence of the specified power task. It can be immediate (shown in
Figure 26) or Scheduled (shown in Figure 27).

7. To apply the changes, click the Apply button.
8. To schedule a power task for collection, click the Schedule button.
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Power Control on Device

AMPS allows you to control the power state of an individual DASH client. To control a DASH client’s

power state, perform the following steps:

1. Expand the Assets and Compliance node.
2. Expand the Overview node and click on Devices
3

In the right pane, right-click the device on which you want to apply power control.

The shortcut menu appears.

4. In the shortcut menu, select DASH and then click Power Control.

Figure 28 illustrates the above procedure.

-

DASH

E B 0OE0NE

2 P E B

h#.-.‘; Assets and Compliance

ﬁ Software Library

DiscoverfPower || Boot LSE Alerts Firmware Log Inventory | Resource | Boot Text Boot To
ol jContrel Redlrectmn Redirection R.EdIrECtICIn Upgrade Entry Explorer  Image BIOS
DASH
? * (& % »  Assets and Compliance »  Overview ¢ Devices
Assets and Compliance < Devices 12 items
4 B Overview Search
3_, Users lcon MName - Client Primary Usen(s) Currently Logged on User
& Devices & 101365254 No
aﬁh User Collections s 10.138.143.254 Mo
&P Device Collections ¥ DEV-MAJA Yes Wig\Administrator
& e 6 (e b HP5&50 Yes WienAdministrator
3 Asset Intelligence o] HPT7O5G4-4 Yes WievAdministrator
2 Sofware Metering M M7IsQv] E Yes W1B\Administrator
. ] . 1 Provisioning Device(Pro.. No
- Compliance Settings ™ wi6-Cas Yes W16\Administrator
e e ®  wie-PR1 Ves W16\ Administrator
- All Corporate-owned Devices ¥ WisWINIOE Ves W16\Administrator
e x64 Unknown Computer.. Mo
1 x86 Unknown Computer.. No

Figure 28: Power Control on Device

The Power Control on Device dialog box appears as shown in Figure 29.

Advanced Micro Devices 1

Page |41




[Public]

1 Power Control on device 'SECONDARY1' -
Power Control On Device
Mame of the System :  SECONDARY1

Current power state : On

Power state to apply :  |Immediate Power Reset v

Power Cycle (Off - Soft)

Transition the system to off state
(corresponding ACPI state G2/55). in
which the system consumes a minimal
amount of power, followed by a
transition to on state (corresponding
ACPI state GO/S0).

Help | Apphy | | Close

Figure 29: Power Control on Device

5. In the Power Control on Device dialog box,

a. From the Power state to apply drop-down list, select the required value.
b. To set the selected power state, click the Apply button.
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Power States

The following table lists list the possible power states that a computer system can support.

P . T C di
S;v::r Friendly Name Description A‘():gle ;'t):t: ng
Power On On/Power On Initiates the transition of the G0/S0
system to full on state.
Slec 3 Sleeping Initiates the transition of the
o°P Lightly / Sleep system to standby or sleep G1/S1 or G1/52
Light .
Light state.
S| B Initiates the transition of the
cep Sleeping/Sleep system to standby or sleep G1/S3
Deep
state.
Initiates the transition of the
Power system to power off state,
Immediate in which the system G2/S5 then
Cycle (Off .
Power Reset consumes a minimal G0/S0
Soft)
amount of power, followed
by a transition to on state.
Initiates the transition of the
system to power off state,
Power Off N/A in which the power G3
— Hard .
consumption 18 zero except
for the real-time clock.
Initiates the transition of the
Hibernating / system to hibernation state.
Hibernate . & — write system context to G1/84
Hibernate .
non-volatile storage, power
off the system and devices.
Initiates the transition of the
Power Off Off / Immediate system to off state, in which G2/S5
— Soft Power Off the system consumes a
minimal amount of power.
Initiates the transition of the
system to power off state,
Power in which the power
Cycle (Off N/A consumption is zero except G3 to G0O/SO
Hard) for the real-time clock,
followed by a transition to
on state.
Master Immediate Performs hardware reset on
Bus Reset Warm Reset the system.
Diagnostic Irr'lmedlat'e Asserts an NMI on the
Interrupt Diagnostic svstem
(NMID) Interrupt Y )
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SP;V::r Friendly Name Description izgf ;[t)aot:dmg
Performs an orderly
Power Off transition to power off
- Soft Oft/Shutdown state, in which the system G2/S5
Graceful consumes a minimal
amount of power.
Performs an orderly
Power Off transition to power off
- Hard N/A state, in which the power G3
Graceful consumption is zero except
for the real-time clock.
Master Performs an orderly
Bus Reset Warm Restart shutdown of the system
Graceful followed by hardware reset.
Performs an orderly
Power transition of the system to
Cycle  ( power off state, in which
Off — Soft Restart thf: system consumes a G2/S5 to GO/SO
Graceful) minimal amount of power,
followed by a transition to
on state.
Performs an orderly
Power transition of the system to
Cycle  ( power off state, in Whlch
Off - Hard N/A the power consumption is G3 to GO/SO
Graceful ) zero except for the real-

time clock, followed by a
transition to on state.

324 Scheduled Power Control

If you want to power on all the systems at a particular time of the day, perform the following steps.

1. Utilize the MEM's Power Management feature screen as illustrated in Figure 30.

2. Select the Wakeup time (desktop computers) check box.

Notes:

o AMPS looks for the status of the Wakeup time checkbox in MEM's power management feature
screen and the DASH Wakeup checkbox in the DASH Configuration screen (refer to Figure

30).

o If both the checkboxes are checked, AMPS performs an authenticated DASH power on to ensure
that the devices in question are powered on at the appropriate time as scheduled.
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=] All DASH Capable Systems Properties | x|

Collection Varables | Out of Band Management I Digtribution Poirt Groups | Securty I Alerts |
General | Membership Rules | Power Management | Deployments I Maintenance Windows |

Copy power management settings from another collection: | Browse... |

Configure power management settings for this collection:

() Do not specify power management settings
() Mever apply power management settings to computers in this collection

(® Specify power management settings for this collection

Pealk hours

Start: 3:00 AM v End: 5:00 FM 2
Duration: |E hours |
Peak plan: |High Performance (CorfigMar v| | View... |
Mon-peak plan: | Power Saver (ConfighMar) W | | Miew... |

Waleup time (desktop computers); 3:00 AM 2

| 0K || Cancel

Figure 30: Scheduled Power Control

3.3 Boot Control

A boot configuration consists of a boot order, which specifies the order of boot devices.

A computer system can have one or more boot configurations. If there are more than one boot
configuration for a computer system, the settings data (will it be used for next boot? will it be used only
for next boot? or will it not be used for next boot?) associated with the boot configurations is used to
determine which boot configurations boot order needs to be followed during the next boot process.

AMPS's Boot task shows all the boot configurations available for the system being managed. For each
boot configuration, it shows the current boot order and allows the IT administrator to modify the boot
order, if required. This version of AMPS only informs the present value of the setting data) but does not
allow you to modify this.

To perform the Boot task, perform the following steps in AMPS:

1. Expand the Assets and Compliance node.
2. Expand the Devices node and click All Systems.
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3. In the right pane, right-click the device on which you want to change the boot order.
The shortcut menu appears.
4. In the shortcut menu, point to DASH and then click Boot Control.

This procedure is illustrated in Figure 31.

-Home DASH
I B OEENRE

Log

sl olo

UsSB Alerts Firmware Inventory | Resource | Boot Text Boot To
Redlrectlun Redirection R.EdII'ECtIGI"l Upgrade Entry Explorer  Image BIOS
DASH
{- * (& % » Assets and Compliance »  Overview »  Devices
Assets and Compliance < Devices 12 items
4 3‘ Overview Search
F
3_, Users lcon Name Client Primary User(s) Currently Logged on User
& Devices & 101365254 No
# User Collections 1 10.138,143.254 No
‘-;.g Boden Calleales L | DEV-MAJA Yes W1E\Administrator
& ez S [ T sl L HP3850 Yes Wig\Administrator
y 9 Ascet Intell L) HP705G4-4 Yes W1B\Administrator
_| Asset Intelligence
1 Software Meter LN E | Yes W16\Administrator
— Software erin Tl
) 7 1 Provisioning Device(Pro...  No
r LG li Setti
- ompancs sEngs ™ wis-cas Yes W16\ Administrator
oL (BT el T ™ WIG-PRI Ves W18\Administrator
* [ All Corporate-owned Devices o) W16-WIN10E Yes W16\Administrator
e x4 Unknown Computer.. No
1 %86 Unknown Computer... No

# Assets and Compliance

1%' Software Library

Figure 31: DASH Boot Control on Device

The Boot Control on Device dialog box appears as shown in Figure 32.
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B Boot Control on device 'DESKTOP-BKELA4K =

Boot Control on device
Boot configuration name Boot Setting Configuration (#1) -
This boot configuration will be used during next boot.

Boot Order

Change the boot order

Last Boot Configuration : Mo

[ Default boot configuration

Help Apply Close

BRCM:Legacy- BRCM

MBA Slot BRCM:Legacy- DTO Legacy USE
=gacy LISH

EIHCMLegacy— Hard Drive:1
=

® Mext boot configuration
() Mext boot only configuration

Figure 32: Boot Control on Device

5. In the Boot Control on Device dialog box,

a.
b.

Notes:

From the Boot configuration name drop-down list,select a Boot configuration setting.
If you want to change the Boot order, under Boot Order, select the Change the Boot
order check box

To save the selection in the right pane, in the left pane, select the required boot order(s)
and click the '>' button.

User can change Default boot configuration by clicking checkbox and can change Next
boot configuration with Next boot only configuration.

To save the changes, click the Apply button.

e You don't need to move all the Boot devices from the left pane to the right pane list box.

e If only partial devices are moved, then the actual boot order set would be with the devices set
in the new order followed by other devices available in the current boot order and Next boot
configuration/Next boot only configuration are not mandatory.

3.4 Text Redirection

Text Redirection provides BIOS-assisted console and keyboard redirection to a remote computer system
terminal. Boot progress, BIOS setup screen, command line OS or command line diagnostic program
screens are redirected to the remote terminal. AMPS has a terminal screen through which IT Admin can
see the console text of the managed system. The managed system can be instructed to redirect its
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console text to the terminal console using either Telnet or SSH launched by AMPS.
To perform the same follow these steps in AMPS:
Expand the Assets and Compliance node.

Expand the Overview node.
Expand the Devices node and click All Systems.

HMwn =

The shortcut menu appears.
5. In the shortcut menu, point to DASH and then click Text Redirection.
Alternatively, on the ribbon icon, click DASH and then click Text Redirection.

In the right pane, right-click the device on which you want to perform Text Redirection.

DASH

4 I Q.5 =
ol |8 ENEE
Discover Power Boot Text UsB KVM Alerts Firmware Log Inventory | Resource |Boot Text BootTo
Contral Control Rediﬁiun Redirection Redirection Upgrade Entry Explorer Image BIOS
DASH
6 * [j& % »  Assets and Compliance »  Overview ¢ Devices
Assets and Compliance < Devices 12 items
4 B Overview Search
3_; Users lcon MName Client Primary User(s) Currently Logged on User
& Devices & 101385254 No
& User Collections s 10.138.143.254 No
B2 Cevice Collections b DEV-MAJA Yes Wigh\Administrator
& e e e Lo HP5850 Yes Wig\Administrator
§ . b HPT7O5G4-4 Yes WIBVAdministrator
_| Asset Intelligence ’,
. bt MT15QV1 E Yes WIEVAdministrator
iSoﬁware Metering — . -
) e Provisioning Device(Pro.. Mo
G li Setti .
— ompencs sengs ™ wiecas Yes W16\Administrator
— (EL R s e ®  wWie-PRI Ves W16\Administrator
— Al il s et ®  WIE-WINIOE Ves W16\ Administrator
1 x64 Unknown Computer... No
e x36 Unknown Computer.. Mo
_’;—' Assets and Compliance
‘[ﬁl Software Library

Figure 33: Text Redirection on device

6. The Text Redirection screen appears and shows:

a. Drop down list with available protocols for text redirection,SSH, and Telnet respectively.

Default selection is SSH, it can be switched to Telnet if required.
b. The Name of the Service that runs on the system to redirect the text.
¢. The port through which the text will be redirected .

d. The information/status- e.g Support for OTP(One Time Password) is stated.

7. From the select protocol drop-down list,se;ect the required protocol.
8. Click the Connect button.

If the connection is successful , the Text Redirection screen closes and the Terminal Console

screen appears .
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9. If Text Redirection is no more required from the said system,close the Terminal Console screen.
Notes:

e If OTP is supported, the Terminal Console connects automatically to the system.

e If OTP is not supported, in the Terminal Console, enter the credentials. On successful
authentication, text activity on the system is redirected to the Terminal Console.

-

(5] Text Redirection on device 'TEST-UNO' ==

Text Redirection On Device

Device name TEST-UMO

Select protocal | 35H -

Description Text Redirection SAF for the 55H Service,
Fort a7

Status Text Redirection information could not be retrieved,

Connect | | Cloze

Figure 34: Text Redirection

To view and manage the BIOS remotely from AMPS:

1. Select a system for which you want to view and manage the BIOS.

2. To activate the Terminal Console in order to receive the redirected text from the system, perform
the steps 2 to 6 listed above.

3. From the available power states, click the Power icon and select the graceful power cycle option.

4. To change the power state, click the Apply button.

The Terminal Console screen launched by AMPS receives the Boot screen remotely and you can interact
with the remote system using the keystrokes from the AMPS system.
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3.5 USB Redirection

USB Redirection provides a 'Virtual' USB device which reads data from a remote image file. This allows

BIOS to boot from a remote image.
USB Redirection can be used to boot the managed systems to an image
image file must be available as Atfp web URL.

file such as ./so. The ISO

IT Admin can initiate an action to attach the managed systems USB to a remote URL. This operation can

be performed against a single system or on a group of systems.

To initiate a USB redirection for a system, perform the below steps:

1. Expand the Assets and Compliance node.

2. Expand the Overview node.

3. Expand the Devices node and then click All Systems.

4. In the right pane, right-click the device on which you want to perform USB redirection.
The shortcut menu appears.

5. In the shortcut menu, point to DASH and then click USB Redirection.

If the managed system is capable of redirecting the USB, the USB Redirection screen appears.

DASH

: ol T
BOE BDIEREEDR & [ [
DISCD‘."E{ Power Boot UsB Alerts Firmware Log Inventory | Resource | Boot Text Boot To
Control Contrel Redlrectlcn Redirection Redlrectlon Upgrade Entry Explorer  Image BIOS
DASH
6 v (& %\ » Assetsand Compliance »  Overview » Devices
iAssets and Compliance « Devices 12 items
. Search
4 B Overview
3_;. Users lcon Mame Client Primary User(s) Currently Logged on User
& Devices & 101365254 No
g’ User Collections e 10.138.143.254 Mo
&® Device Collections Lo DEV-MAJA Yo Wighadministrator
& e b e e b HP5&50 Yes WiehAdministrator
| psset Intell b HP705G4-4 Yes WievAdministrator
| Asset Intelligence -
= % wmnsavt f3 Ves W16\Administrator
= Software Metering Tl
- 1 Provisioning Device(Pro.. No
8l C li Setti .
— -omplanee setngs ®  wiscas Yes W18\Administrator
e e ®  wie-pR1 Ves W16\ Administrator
—wllEmrge e e e ®  WIE-WINTOE Ves W18\Administrator
1 x64 Unknown Computer.. No
i x86 Unknown Computer... No
.Fi.". Assets and Compliance
Tﬁl Software Library

Figure 35: USB Redirection on Device
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6. The USB Redirection Screen displays the following :
a. The name of the system for whose USB,AMPS is going to attach the remote URL.
b. The URL that has to be attached to the systems USB.

i. If the USB is already attached to the remote URLthen the attached URL is
displayed, and the option to edit the URL field is grayed out. You can disconnect
the attached USB by clicking the Disconnect button on the screen.

ii. If the USB is not attached , you can replace/update any existing URL or enter a
new valiid URL and click the Connect button.

A template and example is shown below as URL example on the correct format for the
URL. AMPS only validate the URL format. Ensure the existence of the URL and accessibility
of the URL by the managed target as this is outside the scope of AMPS. The result of the
operation is displayed .
7. To close the USB Redirection screen, click the Close button.

[3) USB Redirection On Device' HPE005-AA' K

USB Redirection On Deyvice

Device Name HPG6005-AA

SEIEEUILEUTINSB Redirection SAP v

Element Name

Connection Mode Connect

URL " 'http://10.138.142.86:3274/dos.iso \
Enabled State Disabled
URL example:

http://username: password@ 192.168.1.20/filename.iso
http://192.168.1.20/filename.iso

* Provide valid URL which is accessible from the managed device.

Help Connect Dizconnec Close

Figure 36: USB Redirection
3.5.1 Connecting USB Redirection

When the specific system is selected and USB Redirection is opened, Device Name field is filled
automatically and grayed out.

When you enter the URL, it checks to confirm whether the URL is valid or not.
o If the URL is valid, a message, USB Redirection connected, appears as shown in Figure 37.

o If the URL is invalid, error message appears.
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[3] USE Redirection on device ‘TEST-UNO' ==
LISE Redirection On Device

Device Mame TEST-URD

LIRL * http:/i10.138.141.175/is0/dos.is0

LIEL example:
httpeffusernamepassword@192.168.1.20 filename.iso

http:/f192 168.1.20filename.iso

* Provide walid IUREL which is accessible from the managed device,

5B Redirection connected successfully,

Connect | Dizconnect | | Clogze

Figure 37: USB Redirection Connect

3.5.2 Disconnecting USB Redirection

Once the USB Redirection is connected, it is not possible to modify the URL field and the option to edit
the URL field will be disabled.
To disconnect the USB Redirection,

¢ Click the Disconnect button.
If the USB redirection is successfully disconnected, the screen updates the same with a message.
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[5] USE Redirection on device ‘TEST-UNO' ==

LISE Redirection On Device

Device Mame TEST-URD

LIRL * http:/i10.138.141.175/is0/dos.is0

LIEL example:
httpeffusernamepassword@192.168.1.20 filename.iso

http:/f192 168.1.20filename.iso

* Provide walid IUREL which is accessible from the managed device,

5B Redirection disconnected successfully,

Connect Dizconnect Cloze

Figure 38: USB Redirection Disconnect

3.6 Subscribing/Un-Subscribing Alerts

AMPS can subscribe or unsubscribe to alerts generated by the managed systems.
The types of alerts are:
o Platform.

o Boot-progress.
o Lifecycle events. (These events include temperature alerts, fan failure, chassis intrusion, ProcHot,
ThermTrip, and BIOS boot failure.)

AMPS shows:
e List of available alerts that the managed systemcan send.

o List of alerts that the managed systemis already subscribed to.
Before subscribing or unsubscribing alerts, perform the below steps:

1. Expand the Assets and Compliance node.

2. Expand the Overview node.

3. Expand the Devices node and click All Systems.

4. In the right pane, right-click the device on which you want to perform Alert configuration.
The shortcut menu appears.

5. In the shortcut menu, point to DASH and then click Alerts.
Alternatively, click the ribbon icon Alerts.
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DASH

Discover Power Boot

BOE QD 8 S 0C

USB irmware  Log

2 o @ B

Inventory | Resource | Boot Text Boot To

# Assets and Compliance

‘Lﬁl Software Library

Control Control REdII'ECtIDI"I Redirection R.EdII'ECtICI pgrade Entry Explorer  Image BIOS
é = & %\ »  Assets and Compliance »  Owverview »  Devices
Assets and Compliance < Devices 12 items
4 B Overview Search
e
3) Users lcon MName Client Primary User(s) Currently Logged on User
& Devices [ 10.136.5.254 No
& User Collections i 10.138.143.254 No
ﬁ-} B Callafes :B DEV-MAJA Yes Wi1thAdministrator
&& e e e B HP5850 Yes WI1th\Administrator
= : :ﬁ HPY05G4-4 Yes WIEBNAdmimistrator
¥ |1 Asset Intelligence
2 Software Meter ®  wmnsan [3) Ves W16\Administrator
— aoftware Metenn L]
} J L Provisioning Device(Pro..  No
g P R li Setti
- ompEneE SeTngs W wisCas Yes W16\Administrator
QRS EE ety ™ W16-PRT Yes W16\ Administrator
" L All Corporate-owned Devices o) W16-WIN10E Yes W16\Administrator
i x84 Unknown Computer.. No
i %86 Unknown Computer.. No

Figure 39: Alerts on device

6. The Alert screen displays the following:
1. Aavailable filters as a list box in the left pane. This is a events that this system is

capable of sending.

2. Subscribed filters as a list box in the left pane. This is a list of events for which the
subscription is already in place.
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Alerts On Device
Available filters
| AMD:26-0

I Alerts On Device 'DESKTOP-7AB62NC'

Subscribed filters

Ports

QO HTTP

(O HTTPS (preffered)

Apply

Figure 40: Alerts

3.6.1 Subscribing Alerts

To subscribe alerts, perform the following steps:

1. From the Available filters list, select any item.
2. To move the item to the Subscribed filters list, click the ‘'>' icon.
3. Alerts can be subscribed through HTTP or HTTPS protocols.
4. Once all the changes are done, click the Apply button.
On occurrence of an event for which subscription exists, the managed system sends an
alert to AMPS which will be displayed.

5. To close the Alert Subscription/Un-Subscription screen, click the Close button.

Close
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PN Alerts On Device 'DESKTOP-7AB62NC' X

Alerts On Device
Available filters Subscribed filters
|AMD:26-0 ' |AMD:26-0

Ports

® HTTP (O HTTPS (preffered)

Subscribed filter list was updated successfully.

Help Apply Close

Figure 41: Alerts Subscription
3.6.2 Un-Subscribing Alerts

To unsubscribe alerts, perform the following steps:

1. From the Subscribed filters list, select any item.

2. To move the item to the Available filters list, click the ‘<" icon.

3. User can select either HTTP or HTTPS ports to subscribe Alerts.

4. Once all the changes are done, click the Apply button.
On occurrence of an event for which un-subscription exists, the managed system sends
an alert to AMPS which will be displayed.

5. To close the Alert Subscription/Un-Subscription screen, click the Close button.
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Alerts On Device
Available filters

FN Alerts On Device ‘DESKTOP-7AB62NC

Subscribed filters

AMD:26-0

AMD:26-0

Ports

® HTTP

O HTTPS (preffered)

3.63

Subscribed filter list was updated successfully,

Close

Apply

Figure 42: Alerts Un-Subscription
Receiving Alerts

Once the alert filters are subscribed in the Alerts screen, you can view the received alerts in

Configuration Manager Status Message Viewer. Path in  Administrative Console:
\Monitoring\Overview\System Status\Status Message Queries\All Status Messages. Filter with
f , b .
component as 'AMPS’ will list only AMPS messages.
[ Configuration Manager Status Message Viewer for <WP1> <\W16 CAS Setup> - m]
File Edit View Help
== X | & v [ 204FS Status Messages
Severity | Type ‘ Site code | Date / Time System Componantl Me... ‘ Description
Milestone  WP1 13-10-2020 19:48:36 ‘W16-PR1.W16.amd.com AMPS 39997 Log entry on 'HP53830' completed successfully.
9 Milestone 13-10-2020 19:47:26 ‘W16-PR1.W16.AMD.COM 0 User <W16\Administrator> Log Entry failed on the device <M7150V1>.
Milestone  WP1 13-10-2020 19:04:56 ‘WI16-PR1.WIB.AMD.COM  AMPS 39997  User <W1B\Administrator> initiated Discover on the collection <All Systermns=.
Milestone WP1 13-10-2020 19:04:56 ‘W16-PR1.W1b.amd.com AMPS 39997 "“'Discovery' occurs one time at 2020-10-13 07:05 PM" is scheduled successfully on collection "SMS00001".
Milestone WP 13-10-2020 17:20:23 ‘W16-PR1.W1B.amd.com AMPS 39997  Inventory is completed on "W16-WIN10E'
Milestone  WP1 13-10-2020 17:20:20 W16-CASWISAMD.COM  AMPS 39997 User <W1B\Administrator> initiated inventory on the device <W16-WIN10E>,
Milestone WP 13-10-2020 16:44:15 ‘W16-PR1.W16.amd.com AMPS 39997 Inventory is completed on "W16-WINT0E'.
Milestone  WP1 13-10-2020 16:44:12 W16-CAS W16 AMD.COM  AMPS 39007 User <W1B\Administrators initiated inventory on the device <W18-WIN10E>.
Milestone  WP1 13-10-2020 16:44:09 W16-PR1.W16.amd.com AMPS 39997  Inventory is completed on "M7150QV1",
Milestone  WP1 13-10-2020 16:43:54 W16-CAS.W16.AMD.COM  AMPS 39997  User <W1B\Administrators initiated inventory on the device <MT7150V1=.
Milestone WP 13-10-2020 16:43:44 ‘W16-PR1.W1B.amd.com AMPS 39997  Inventory is completed on 'HP705G4-4',
Milestone  WP1 13-10-2020 16:43:30 W16-CASWISAMD.COM  AMPS 39997 User <W1B\Administrator> initiated inventory on the device <HP705G4-4>,
Milestone WP 13-10-2020 16:43:05 ‘W16-PR1.W16.amd.com AMPS 39997 Inventory is completed on 'HP5830',
Milestone  WP1 13-10-2020 16:42:55 W16-CASWI1BAMD.COM  AMPS 39997 User <W1B\Administrator> initiated inventory on the device <HP5850>.
Milestone WP 13-10-2020 16:42:36 W16-PR1.W16.amd.com AMPS 39997 Inventory is completed on 'DEV-MAJA',
Milestone  WP1 13-10-2020 16:42:24 W16-CAS.W16.AMD.COM  AMPS 39997 User <W1B\Administrators initiated inventory on the device <DEV-MAJA=.
Milestone WP1 13-10-2020 16:09:57 W16-CAS.W16.AMD.COM  AMPS 39997  User <W1B\Administrator> initiated Discover on the collection <All Systeme>.
Milestone  WP1 13-10-2020 16:09:57 ‘W16-PR1.W16.amd.com AMPS 39997 "Discovery’ occurs one time at 2020-10-13 04:13 PM" is scheduled successfully on collection 'SMS00001",
Milestone  WP1 13-10-2020 16:08:26 W16-CASWIBAMD.COM  AMPS 39997 User <W1B\Administrator> modified DASH settings for the site server <W16-PR1.W16.amd.com>.
Milestone  WP1 13-10-2020 16:08:25 ‘W16-PR1.W16.amd.com AMPS 39997 DASH Configuration was updated successfully.
Milestone WP 13-10-2020 16:08:24 ‘W16-PR1.W16.amd.com AMPS 39997 DASH authentication list was updated successfully.
Milestone  WP1 13-10-2020 12:27:35 W16-PR1.W1B.amd.com AMPS 39997 Inventory is completed on "W16-WIN10E'.
Milestone WP1 13-10-2020 12:27:33 W16-CAS.W16.AMD.COM  AMPS 39997  User <W1B\Administrator> initiated inventory on the device <W16-WIN10E>.
Milestone WP1 13-10-2020 11:33:12 W16-PR1.W16.amd.com AMPS 39997 Inventory is completed on "W1G-WIN10E',
[T 17 18 Aman 11048 WHE ~ACIAME ARAR ~AKA  ARARC AAAAT e A A donf i kmtm Tk fone ek mm Koo dm i AHE LAARIAAC
All AMPS Status M : 46 of 46 messages displayed. 1 selected.

Figure 43: Alerts Reception
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3.7 Inventory

MEM shows the Information that it collects about the managed device in the Resource Explorer
window. Information collected by the AMPS plugin also ends up in the Resource explorer.

The below sections explain how the information is collected from the managed device and how to view
them. Inventory is successful after successful client push.

3.7.1 Inventory Collection

Inventory information is collected from the managed device during,
e The discovery process on the device.
¢ By initiating inventory collection task against a managed device.

The DASH discovery process is explained in earlier chapters let us see how to initiate inventory collection
task against a managed device.

To collect inventory, perform the following steps:
1. Expand the Assets and Compliance node.

2. Expand the Overview node.
3. Expand the Devices node and click All Systems.

4. 1In the right pane, right-click the device on which you want to collect the inventory.
The shortcut menu appears.

5. In the shortcut menu, point to DASH and then click Inventory.
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ﬁHome DASH
B 0EDNRE

DISCD\."EF Power Boot UsB Alerts Firmware Log Jinventory | Resource §Boot Text BootTo
Control Contrel Redlrectlun Redirection Recllrectlon Upgrade Entry Explorer | Image BIOS
DASH E
6 v [j&& % » Assetsand Compliance »  Owverview »  Devices
Assets and Compliance < Devices 12 items
4 B Overview Search
3_; Users lcon MName Client Primary User(s) Currently Logged on User
il Devices i 10.136.5.254 Ne
5* User Collections s 10.138.143.254 Ne
‘? Broden Tl efens fb DEV-MAJA fes WiehAdministrator
&} s Fe o T e Eﬂl HP5850 Yes WIE\Administrator
. _ ol HP705G4-4 Yes W1B\Administrator
_| Asset Intelligence —
_ ! mrisav1 3] Ves W1E\Administrator
E Software Metening L
) 1 Provisioning Device(Pro..  No
gl C li Setti .
- ompEneE serngs " W16-CAS Yes W16\Administrator
B s ®  wie-pR1 Ves W18\ Administrator
— All Corporate-owned Devices Lo W16-WIN10E Yes W1E\Administrator
1 64 Unknown Computer... No
e x86 Unknown Computer... Mo

_# Assets and Compliance

ﬁ Software Library

Figure 44: Inventory on device
6. When the Inventory screen appears, it displays a message with initiating the inventory.

m Inventory on TEST-UNO’ @

Asset Inwventory

Inventory is initiated on "TEST-UNC', After completion, details will be available
in the Resource Explarer.

Figure 45: Inventory

3.7.2 Viewing the DASH Inventory or Resource Explorer

To view the DASH inventory, perform the following steps:

1. Perform the DASH Discovery on Device steps. For more information on the DASH discovery on a
device steps, refer to the section 3.1
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2. Click on the inventory button as discussed in section 3.7.1.

DASH inventory is populated using out-of-band DASH protocol. DASH inventory is populated in
Resource Explorer. DASH inventory is displayed in the path \SystemName\Hardware\ as showin in

Figure 46.
—“!fi Microsoft Endpoint Configuration Manager - Resource Explorer — O
=53 M7150V1 A N Fiter..
EII} Hardware
: .g' BitLocker Policy Advertise Types  Instance ID  Registered Name Registered Onganization  Registered Version

& CDROM Drive M4 ot pdvertised Register0  Base Desktop And Mobile DMTF 102
& Cliert Everts M4 ot pdvertised Register1  CPU DMTF 1.0.1
& Computer System M4 pot Advertised Register:2  Boot Cortrol DMTF 102
g Computer _S‘,'stem Ex _ M4 ot pdvertised Register3  Power State Management  DMTF 102
g Conﬁgurat!on Manager Cl?ent S 'g, Mot Advertised Register:d  Indications DMTF 100
g fé;l‘glauBratlon Manager Client 5t '% Mot Advertised Register:®  System Memory DMTF 101
% DASH BTS;W % Mot Advertised Register6  Software Inventory DMTF 101
EE el o o
% DASH Computer System S ot vert!se egfster. ow?r upply 0.

% DASH DHCP Cliert % Mot Advertised Register:10  Physical Asset DMTF 102
.g DASH DNS Client 'g-. Mot Advertised Register:11  Simple |dentity Managemert  DMTF 1.00
% DASH Ethemet Port '5 Mot Advertised Register:12  Role Based Authorization DMTF 100
JE DASH Fiter Collection 'g, Mot Advertised Register:13  Text Console Redirection DMTF 1.01
g‘ DASH Idertity 'g. Mot Advertised Register:14  USB Redirection DMTF 1.00
% DASH IP Interface % Not Advertised Register:15  DHCP Client DMTF 103
g DASH KVM Redirection 'g, Mot Advertised Register:16  IP Interface DMTF 102
- DASH Memory & 1ot Advertised Register:17  BIOS Management DMTF 1.01
! DASH Network Port M4 ot pdvertised Register:18  OS Status DMTF 1.00
! DASH Operating System M ot pdvertised Register:19  Record Log DMTF 200
3 DASH Physical Asset 4 ot Advertised Register:21  KVM Redirection DMTF 101
& DASH Power Supply 4 1ot Advertised Register:2?  Profile Registration DMTF 101
= gﬁﬂ ;merj‘i; U ot Advertised Register23  Ethemet Port DMTF 100
A ecord Log M ot Advertised Register:24  Host LAN Network Port DMTF 1.00

4 DASH Registered Profile
DASH Role

DASH Software

DASH Text Redirection
DASH USB Redirection
DASH User

Default Browser

=
=
a
a
=
A

>

Figure 46: DASH Inventory shown in Resource Explorer

Each DASH inventory item can be selected in the tree on the left hand side of the resource explorer to
view the corresponding DASH profile inventory in the right.

On double clicking the inventory item, the Profile’'s instance can be viewed in a separate window in the
form of Attribute Name, Value pair. Profile properties for which values are not available are displayed

as blank.

Depending on Platform DASH support, some profiles may or may not be displayed inventory.
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[=| Alert Destination Properties et
General

Aftribute Value
Creation Class Name CIM_Indication Fitter
Destination System:0
Element Mame Indication Fitter:0
MName Alert Destination
Persistence Type Cther
Protacal WS5-Management
System Creation Class Mame CIM_ComputerSystem
System Mame system:

Figure 47: DASH 'Alert Destination' Profile Properties
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D DASH Battery Properties

General
Aftribute Yalue
Battery Status Unknown
Chemistry Lithium-an
Device D Batteny
Element Mame Battery:0
Enabled State Enabled
Estimated Run Time
Expected Life
Health State QK
Max Recharge Cournt
Max Recharge Time
Operational State QK
Recharge Count
Reguested State Enabled

Time To Full Recharge

Figure 48: DASH ‘Battery’ Profile Inventory

Advanced Micro Devices 1

Page |62



[Public]

[=| DASH BIOS Properties ¥
General
Aftribute Value
BIOS Attributes [Mtribute Mame]:Com Port Address, [Cument Values]:Disabled, [Def:
BIOS Mame AMI:0
Iz Primary BIOS
Manufacturer Managed System
Software Element 1D 100
Software Element State  Executable
Target Operating System Cther
Version 1.0.0
£ >

Figure 49: DASH ‘BIOS’ Profile Inventory
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[=| DASH Boot Config Properties et
General
Attribute Value
Boot Devices Devicel: CIM:Force PXE Boot:1, Device1: CIM:Force HardDisk(
Element Mame Bootcfgsetting:0
Instance D Bootcfgsetting:0

Is Cument Corfiguration Mo
|z Default Corfiguration Mo
ls Mext Configuration Yes
I Mext Single Configuration Mo

Figure 50: DASH ‘Boot Config’ Profile Inventory
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D DASH Computer System Properties
General

Aftribute Value
Available Requested Power States ~ On, Sleep -Deep, Hibemate (Off - Soft), Off - Soft, Mast
Dedicated To Desktop
Element Mame Cs0
Enabled State Enabled
GUID 10.138.141.46
Power On Time
Power State On
Primary Owner SYSTEM
Primary Owner Contact ManagedSystem
Reguested Power State On
Reguested State Mo Change

Reguest Supported Power States
Supported Power Changecapabilties
Supported Power States

Power State Settable, Power Cycling Supported, Cff Hz
On, Sleep -Deep, Pawer Cycle (Off - Soft), Hibemate (O

Figure 51: DASH ‘Computer System’ Profile Inventory
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D dhcp:0 Properties
General

Aftribute Value
Client State Linknown
Element Mame dhep:0
Enabled State Enabled but Cffline
MName dhcp:0
MName Format 2
Protocal IF Type  Other
Requested State Enabled

Figure 52: DASH ‘DHCP Client’ Profile Inventory
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D DM5:0 Properties

General

Attribute Value

Append Parert Suffixes

Append Primany Suffices

DHCFP Options To Use

DM5 Suffices To Append

Domain Mame

Element Mame DNS:0
Enabled State

Hostname

Name DNS:0
MName Format

Protocal IF Type

Register This Connections Address
Reguested State

Lse Suffix When Registering

Figure 53: DASH ‘DNS Client’ Profile Inventory
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D DASH Ethernet Port Properties

General
Attribute Value
Capabilties WakeOnlLan
Element Mame EthemetPort:0
Enabled Capabilities
Enabled State Enabled
Link Technology Ethemet
MALC Address 00232443662

Maximum Speed 1 Gbps
MNetwork Address 002324d366F2

Port Type 1000BaseT
Reguested Speed

Reguested State Mot Applicable
Speed

Figure 54: DASH ‘Ethernet Port’ Profile Inventory
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D DASH Filter Cellection Properties
General
Attribute Walue

Collection Mame DMTF.ALL
Instance D RTK:S

Figure 55: DASH 'Filter Collection' Profile Properties
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[=| DASH Identity Properties ¥
General
Attribute Value
DASH Port 623

DASH Version 100

Fimmware Vendor Dash Project

Firmware Version 1.0.0

MName DASH Identity

Protacal http://schemas dmtf org/whem.wsman/1/wsman xsd
Securty Profle  http://schemas .dmtf org/wbemwsman./ 1/ wsman.secprofie/http/digest, ht

Figure 56: DASH 'Identity’ Properties
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D Indication Filter Properties
General

Aftribute Value
Creation Class Name CIM_Indication Filter
Element Mame Indication Fitter:0
Individual Subscription Supported  True
MName Indication Fitter
Gueny Set Querny
Guery Language WaL
Source Mamespace Indication Fitters

System Creation Class Mame
System Mame

CIM_ComputerSystem
gystem:0

Figure 57: DASH ‘'Indication Filter' Profile Properties
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D DASH Indication Subscription Properties

General
Attribute Walue
Destination
Failure Trigger Time Interval 12
Fiter Mame
On Fatal Emor Palicy |gnore

Cther On Fatal Emor Policy  Mane
Cther Subscription State Mone
Repeat Motification Count 16
Repeat Motification Gap 11
Repeat Motification Interval 8§
Repeat Motification Policy  Suppress
Subscription State Enabled

Figure 58: DASH ‘'Indication Subscription’ Profile Properties

Advanced Micro Devices 1

Page |72



[=| Administrator Properties et
General
Attribute Value &
Activation State Lit
Availability Mot Configured
Colaor Red
Communication Status Communication OK
Control Mode Automatic
Cortral Pattem Hiiptic Curve
Default Activation State Lit
Detailed Status Mo Additional Information
Element Name Indicator LED:0
Enabled Default Enabled
Enabled State Enabled
Emor Cleared fes
Emor Description All errors are cleared
Generation 3
Health State QK
|dentifying Descriptions
Indicated Conditions
Install Date
Instance 1D Indicator LED:0
Last Emor Code 0
Location Indicator On
Max Quiesce Time 200 W

Figure 59: DASH ‘'Indicator LED' Profile Properties
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[=| Properties et

General

Attribute Value 2

Available Requested States

Caption IP Metwork Connection Caption
Communication Status

Description |P Metwork Connection Description
Detailed Status Mo Additional Information
Element Mame IP Metwork Connection:0
Enabled Default Enabled

Enabled State

Generation 12

Health State QK

] CIM_IPMetworkConnection
Install Date

Ingtance 1D

MName

Operating Status In Service

Operational Status

COther Enabled State

Primary Status QK

Reguested State Enahbled

Status

Status Descriptions

System Creation Class Mame W

Figure 60: DASH 'IP Configuration' Profile Properties
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D IPProtocol:Q Properties

General

Attribute

Address Origin
Element Mame
Enabled State

| Pv 4Address

| Pv BAddress

| Pv 6Address Type
| Pv &Subnet Prefix Length
MName

MName Format
Protocal IF Type
Reguested State
Subnet Mask

Value

Static

ip1:0

Enabled
10.138.141 46

IPProtocal:0

2

IPvd

Mot Applicable
25562552520

Figure 61: DASH 'IP Interface' Profile Properties
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D KVMRedirectionSAP Properties
General

Aftribute Walue
Creation Class Name CIM_K¥YMBedirectionSAP
Element Mame KVMRedirectionSAP 0
Enabled State Disabled
KWM Protocol ROP
Max Cument Enabled SAP= 2
MName KVMRedirectionSAP
Redirection Service Type KWM
Sharing Mode Exclusive

Figure 62: DASH 'KVM Redirection’ Profile Properties
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D Media Redirection Properties
General

Aftribute Value
Available Requested States
Caption gystem:0
Command Timeout
Communication Status Communication OK
Connection Mode Connect
Creation Class Name CIM_MediaRedirection
Description gystem:
Detailed Status Mot Available
Element Name MediaRedirection:0
Enabled Default Enabled
Enabled State Enabled
Generation ]
Health State QK
Install Date
Instance 1D MediaRedirection:0
MName Media Redirection
Operating Status Completed
Operational Status
Cther Enabled State gystem:0
Primary Status QK
Reguested State Enabled
Reset Timeout

Figure 63: DASH 'Media Redirection’ Profile Properties
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[=| DASH Memeary Properties et
General
Attribute Walue

Access Type ReadMWrte Supported
Available Memory 0 bytes

Element Mame Cache

Enabled State Enabled

Health State QK

Iz Volatle Memaory Yes

Requested State Mot Applicable

Total Memony 0 bytes

Figure 64: DASH 'Memory' Profile Properties
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[=| EthernetPort Properties et
General
Attribute Value
Device ID Ethemet Port: 0

Element Mame Ethemet Port:0
Enabled State Enabled

Link Technology  Bthemet

MALC Address 002324d366f2
Maximum Speed 1 Ghps

MName Ethemet Port
Requested Speed

Requested State Mot Applicable
Speed

Figure 65: DASH 'Network Port’ Properties
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D DASH Opaque Management Data Properties
General
Aftribute Value
Access Read\Wrte Supported
Block Size 300
Consumable Blocks 20

Creation Class Name

Data Organization

Device ID

Element Mame

Max Size

MNumber Of Blocks

Owner Mame

System Creation Class Mame
System MName

Write Limited

CIM_OpagueManagement Data
Variable Block

Opaque Management Data Device: 0
Opague Managemert Data:0

13

30

CIM_ComputerSystem

Writedimited

Figure 66: DASH 'Opaque Management Data’ Profile Properties
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D Unknown O5 Properties

General
Attribute Walue
Enabled State  Enabled
MName Unknown Q5
05 Type Unknown

Figure 67: DASH 'Operating System’ Profile Properties
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[=| PCI Device:D Properties et
General
Attribute Value &
Additional Availability
Allocation State
Availability Rurning/Full Power
Available Requested States
Baze Address
Buz Mumber 1
Cache Line Size 1
Capabilties
Capabilty Descriptions
Caption Default Value
Class Code Bridge
Command Reqister 1
Communication Status Communication OK
Creation Class Name CIM_PClDevice
Description Default Value
Detailed Status Stressed
Device 1D PCI Device:0
Device Mumber 1
Device Select Timing 1
Element Mame PCI Device:0
Enabled Default Enabled
Enabled State Enabled W

Figure 68: DASH 'PCI Device' Profile Properties
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D DASH Physical Asset Properties
General

Aftribute Value
Canbe FR Ued ]
Chassis Type Desktop
Connector Layout
Connector Type
Element Mame Chassiz:0
|s Hosting Board
Manufacturer MLULL
Memory Bank Label
Memory Capacity
Memory Form Factor
Memory Speed
Memory Type
Model MNULL
Package Type Chassis/Frame
Part Mumber MLULL
Rack Type
Serial Mumber MNULL
SKU MNULL
Slot Mumber
Tag Chassis:0
Version

Figure 69: DASH 'Physical Asset’ Profile Properties
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D DASH Physical Computer System View Properties
General

Aftribute Yalue

Current BIOS Build Mumber 0

Curment BIOS Major Version 1

Cumrent BIOS Minor Yersion 0

Cument BIOS Revision Number 0

Current BIOS Version String AMD BIOS:1.0.0.0
Current Management Firmware Build Mumber 0

Curmrent Management Firmware Element Mame
Current Management Firmware Major Version
Current Management Firmware Minar Version
Curment Management Firmware Revision Mumber
Curment Management Firmware Version String
Dedicated

Enabled State

FRU Info Suppaorted

Health State

|dentifying Descriptions

Instance I1D

Log Cument Number Of Records

Log Instance ID

Log Max Mumber Of Records

Log Ower Write Policy

Log State

AMD Management Firmware

1

0

0

AMD Managemert Fimware:1.0.0.0

Enabled
Yes
QK

Physical Computer System View:0

Figure 70: DASH 'Physical Computer System View' Profile Properties
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General

D Platform Watchdog Service:0 Properties

Attribute

Action On Expiration
Available Requested States
Caption
Communication Status
Creation Class Name
Cument Timer Value
Description

Detailed Status
Element Name
Enabled Default
Enabled State
Generation

Health State

Install Date

Instance 1D

Lo SID

Lo 50ng ID

Monitored Entity Type
MName

Operating Status
Operational Status
Cther Action On Expiration

Yalue

Platform Watchdog Service Caption
Communication QK
CIM_PlatformWatchdog Service

Platform Watchdog Service Description
Mot Available

Platform Watchdog Service:0

Enabled

Enabled

77

(0] 4

Platform Watchdog Service:0
Watchdog Active
AMD

Platform Watchdog Service:0
Completed

ot
™~
L

Figure 71: DASH 'Platform Watchdog Service’ Profile Properties
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D DASH Power Supply Properties et
General
Aftribute Value
Device ID PowerSupply:0

Element Mame PowerSupphy:0
Enabled State Enabled
Health State QK
Operational State QK

Requested State Mot Applicable
Total Power 0

Figure 72: DASH 'Power Supply' Profile Properties
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D DASH Processor Properties
General

Aftribute Yalue
CPU Status CPU Enabled
Curment Clock Speed 3000 MHz
Element Mame Processor:0
Enabled State Enabled
Extemnal Bus Speed 200 MHz
Famihy Cther
Health State QK
Load Percent 0
Maximum Clock Speed 3800 MHz
Operational State QK
Reguested State Enabled
Stepping Intel

Figure 73: DASH 'Processor’ Profile Properties
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[=| record Properties et
General
Aftribute Walue
Current Mumber Of Records 3
Element Mame DMTF-ALL
Enabled State Enabled
Health State
Ingtance 1D id:5
Log State Mamal
Max Mumber Of Records 256
MName record
Operational Status
Qverwrte Policy Wraps When Full
Reguested State Mot Applicable

Figure 74: DASH 'Record Log' Profile Properrties
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D DASH Registered Profile Properties

General
Aftribute Value
Advertise Types Mot Advertised
Instance D Register:0
Registered Name Base Desktop And Mohile
Registered Organization DMTF
Registered Version 1.02

Figure 75: DASH 'Registered Profile’ Profile Properties
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[Public]

D DASH Role Properties
General
Attribute Value

Role Mame Raole:0

Privieges  priv:0 (Base DesktopAndMabile(Execute)), priv:11 (Simpleldentity Management (Ex

Figure 76: DASH 'Role’ Profile Properties
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General

D DASH Software Properties

Attribute

Build Number

Element Mame
|dentity Info Type
|dentity Info Value
Ingtance 1D

ls Entity

Major Version
Manufacturer

Minor Version
Operational Status
Revision Mumber
Software Classification
Targeted Operating Systems
Version

Value

1

Bios Fimware
Bios Firmware
BIOS:16974080:0
SW0

Yes

1

Realtek

0

1
Fimmware/BIOS

1.0.0

Figure 77: DASH 'Software' Profile Properties
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[Public]

D TextRedirection5AP:2 Properties
General

Aftribute Walue
Element Name Text Redirection SAP forthe Telnet Service:1
Enabled State Enabled but Offline
MName TextRedirection SAP: 2
Port Mumber a7
Protocol Type 55H
Requested State Cffline
Temination Sequence
Text Fow Type Teminal Mode

Figure 78: DASH 'Text Redirection' Profile Properties
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D DASH USE Redirection Properties

General
Aftribute Value
Access LRI
Connection Mode Connect
Creation Class Mame CIM_U5SBRedirectiont SAP
Element Mame IUSBRedirectionSAP:0
Enabled State Enabled
Redirection Mame IUSBRedirectionSAP:0
Requested State Enabled
System Creation Class Mame CIM_ComputerSystem
System Mame 10.138.141 46

Figure 79: DASH ‘USB Redirection’ Profile Properties
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General

D Adrinistrator Properties

Attribute

Associated Roles
Element Mame
Enabled State
MName

Organization Names
Requested State
|serid

Value

Account
Enabled
Administrator

Mot Applicable
Administrator

Figure 80: DASH 'User’ Profile Properties

DASH Hardware history is recorded in \SystemName\Hardware History. The time of inventory
collection and change in system inventory is recorded in this section.

4} Microsoft Endpoint Configuration Manager - Resource Explorer - X
=8 M715aV1 Fiter
&)-| g Hardware
-G Hardware History Is Entty Major Version Manufacturer Minor Version Name Version
#-1 Computer System New Items Since Last Inventory Collection
Ha DDASH Computer System Mves 1 Realtek 0 Bios Fimware  1.0.0
(D) 15092020 192622 Hyes 3 Realtek 0 Dash Fimware  20200121.1200000113
4 08-09-2020 17:52:47
&1 DASH Software
{7 Current
10 08-09-2020 17.5247
Figure 81: DASH Hardware History
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3.8

Log Entry

The managed DASH systems are capable of maintaining log files such as for example, a log file for all
events that are generated.

AMPS can read log files maintained by the managed DASH computer system, if available. AMPS
displays a maximum of twenty log entries per screen as shown in Figure 83. Users can navigate the
log screen using the provided controls.

To view the log entry of a managed device:

AW =

Expand the Assets and Compliance node.
Expand the Overview node.
Expand the Devices node and click All Systems.

In the right pane, right-click the device on which you want to view the log entry.

The shortcut menu is displayed.
In the shortcut menu, point to DASH and then click Log Entry. The log entry screen appears.

ﬁ Home DASH

Dlsc

-

over Power Boot

BOE B O ENRE

use Alerts Firmware
Control Contrel Redlrectlcn Redirection Redlrectlon Upgrade

DASH

SR OO

Inventory | Resource
Explarer

Boot Text Boot To

Image BIOS

v (& % » Assets and Compliance »  Overview » Devices

Assets and Compliance

4 B Overview

3_, Users

' Devices

_aff User Collechons

E¥ Device Collections

&; User State Migration
| Asset Intelligence

E Software Metering
_| Compliance Settings
| Endpoint Protection

| All Corporate-owned Devices

hg-_‘-' Assets and Compliance

ﬁ Software Library

€

Devices 12 items

Search
lcon MName B Client Primary Usen(s) Currently Logged on User
e 10.136.5.254 Mo
e 10.138.143.254 No
Lo DEY-MAJA Yes Wighadministrator
b HP5&50 Yes Wigh\Administrator
Lo HP705G4-4 Yes WIB\Administrator
®  M715av] Ves W16\Administrator
e Provisioning Device(Pro.. No
Lo W1e-CAS Yes Wighadministrator
b Wie-PR1 Yes Wigh\Administrator
¥ W16-WIN1T0E Yes Wig\Administrator
e x64 Unknown Computer.. No
e x86 Unknown Computer.. No

Figure 82: Viewing the Log Entry of a device

The Log Entry screen displays the latest 20 log entries. The navigation buttons on the screen allow users
to view all the log entries for the selected device.
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Log Entry for device 'HP3830 >
Log ID Time Severity Log Mame Message Description

2016-08-19T01:36:12 Information EventLog stem encountered firmware progress - Optio. ..
299 2016-08-19T01:36: 12 Information EventLog The System encountered firmware progress - hard ...
298 2016-08-19T01: 36: 10 Information Eventlog The System encountered firmware progress - flopp...
297 20156-08-19T01:36:03 Information  EwventLog The System encountered firmware progress - memao. ..
298 20156-08-19T01:36:03 Information  EwventLog The System encountered firmware progress - cache...
295 2016-08-19T01: 35:08 Information  EventLog The System encountered firmware progress.
294 2016-08-19T01: 35:07 Information  EventLog The System encountered firmware progress - keyba,..
293 2016-08-19T01: 36:06 Information  EventLog The System encountered firmware progress - USRr...
292 2016-08-19T01: 36:06 Information  Event Log The System encountered firmware progress - moth...
291 2016-08-19T01: 36:06 Information  Event Log The System encountered firmware progress - video ...
290 2016-03-16T08:55:13 Information EventLog The System encountered firmware progress - Optio. ..
239 2016-03-16T08:55:13 Information Eventlog The System encountered firmware progress - hard ...
288 2016-03-16T08:55:11 Information Eventlog The System encountered firmware progress - flopp...
287 20156-03-16T0&:55:03 Information  EwventLog The System encountered firmware progress.
286 20156-03-16T0&:55:03 Information  EwventLog The System encountered firmware progress - memao. ..
285 2016-03-15T08: 55:08 Information  EventLog The System encountered firmware progress - cache...
284 2016-03-16T05:55:07 Information  EventLog The System encountered firmware progress - keybo, ..
283 2016-03-16T05:55:07 Information  EventLog The System encountered firmware progress - USRr...
282 2016-03-16T0G: 55:07 Information  Event Log The System encountered firmware progress - moth...
281 2016-03-16T08: 55:07 Information  Event Log The System encountered firmware progress - video ...

Help First Previous Mest Last Close

Figure 83: Log Entry

When the user double clicks on a log entry, a separate popup window is launched which displays log
entry in detail.

The navigation buttons on the screen are Previous and Next which navigate to the older and newer
log entries in the log entry, and updates the fields in the pop up screen.

Figure 84 illustrates the Status Message Detail screen which is displayed on double clicking on a log
entry.

Advanced Micro Devices Page |96



[Public]

|| Status Message Details @

Status Message Details
LogID: 294 Severity Information

Tirne: 2015-06-12T05:04:18 LogMame: Euvent Log

Lag Description:

iThe Systerm encountered firmmwvare progress - keyhoard controller initialization

| A Previous | | Meut | | Cloze

Figure 84: Status Message Details

3.9 Boot To Text Image

Boot Text Image feature provides an environment where user can boot the managed system to a user
defined text based remote image (e.g. .iso image).
The screen allows the user to specify the remote image (.iso) file in the web URL format.

When the user start deploying text image by clicking the Start button, the following tasks are initiated:

1. A SSH session with the remote managed system is established to provide an environment to
control and monitor the managed system. Note that this environment is text only
environment, so text only screens are visible.

2. The ISO image specified in the URL is attached as an image in USB device.
3. Boot order of the managed system is changed to 'USB’ device as first Boot device.

4. Power reset is performed on the managed system.

The managed system boots to the URL image and the boot process can be seen in the SSH terminal
session.

Note: After successfully booting to a remote image file, the boot order of that particular remote system
will be changed to 'USB as first boot device. So, after the terminal session is completed, perform these
steps on the DASH system to bring it back to original state:

e Disconnect USB Using USB Redirection screen.
e Change boot order to original state.
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To perform Boot Text Image task,

¢ Expand the Assets and Compliance node .
¢ Expand the Overview node.

e Expand the Devices node that appears on the left pane and click on All Syatems.

e In the right pane, right click the device on which you want to perform Boot Text Image.

e You will be able to see the DASH in the menu, expand DASH and click on Boot Text Image.
Alternatively , on the ribbon icon click DASH tab and then click on Boot Text Image.

These steps are illustrated in figure below.

DASH

DISCIJ‘."EF Power Boot

UsB

BOE B O ENRE

Alerts  Firmware

Inventory | Resource

‘# Assets and Compliance

‘ﬁl Software Library

Control Control Redlrectlu:m Redirection Redlrectlon Upgrade Explorer
DASH
? * [j& % »  Assets and Compliance »  Overview ¢ Devices
Assets and Compliance < Devices 12 items
4 B Overview Search
3, Users lcon MName : Client Primary User(s) Currently Logged on User
L Devices '~ 10.136.5.254 Mo
& User Collections = 10.138.143.254 Mo
‘-;.g Boden Tl e !5 DEY-MAJA Yes Wi1G\Administrator
R User State Migration Lo} HP3850 Yes W16\Administrator
b [ Asset Intelligence !5 HP705G4-4 Yes WIGB\Administrator
) Lo} MT15QV1 E Yes WG WAdministrator
E'_L Software Metering 1 Prc:-visicningﬁvice[Pro... Mo
+ - Compliance Settings ™ wiecas Yes W16\Administrator
L BrepE i ™ wiseR1 Ves W16\Administrator
* [ All Corporate-owned Devices o) W16-WIN1OE Yes W16\Administrator
i x64 Unknown Computer... No
1 86 Unknown Computer... Mo

Boot Text Image screen will appear as shown in the figure below:

Figure 85: Boot Text Image on device
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[2] Boot Text Image on device 'DESKTOP-KASBLBH' X

Select Text Image

Select Name URL
1 ] 1 http://10.138.141 _209/xamppfiso/dos] .iso
2 ] 9 http://10.138.141 _209/xampp/iso/dos9.iso
3 ] 5 http:/(10.138.141 _209/xampp/iso/dosd.iso
4 ] B http://10.138.141 _209/xampp/iso/dosb.iso
5 ] 8 http//10.138.141 209/ xamppfiso/dosb.iso
B ] 13 http:/(10.138.141 _209/xampp/iso/dos13.is0
7 ] 4 http://10.138.141 _209/xampp/iso/dos4.iso
8 ] 7 http://10.138.141 _209/xampp/iso/dos7.iso
9 ] 10 http:/(10.138.141 _209/xampp/iso/dos10.iso
10 ] 2 http:/(10.138.141_209/xampp/iso/dos2.iso
11 L] 3 http:/(10.138.141 _209/xampp/iso/dos3.iso
12 ] http:/(10.138.141 _209/xampp/iso/dos11.iso
13 O _ http://10.138.141.209/xamppliso/dos 14 iso
14 ] http:/(10.138.141 _209/xampp/iso/dos12.is0
15 ] 15 http:/(10.138.141 _209/xampp/iso/dos15.is0
+ O MNote: Currently only 15 URLs are supported.
Help Save Start Close

Figure 86: Boot Text Image
In the Boot Text Image screen,

e Grid shows list of URLs with Name associated with a select checkbox to select a URL that user

intends to boot the managed system to. User can use the Delete button D to delete the multiple
or single URL at a time.

User can click on Add(+) button to add new URL to list.
User has to click the save button to save the list of URLs.

User has to click on the Start button to initiate deploy to text image task.

Note:
o Clicking 'start’ button won't save the list. URL list has to be saved by clicking ‘Save’ button.
o If an URL is already connected , that URL is shown as checked in the URLs list.
e User can save up to 15 URLs in the list.
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Below figure will show the after adding and saving the URL:

D Boot Text Image on device 'HP705G4-4" X

Select Text Image
Select Name URL

1 (1 1 http://10.138.141.209/xampp/iso/dos1.iso
2 L1 7 hitp://10.138.141.209/xampp/iso/dos7.iso
3 (] 3 http://10.138.141.209/xampp/iso/dos3.iso
4 [] 8 hitp://10.138.141.209/xampp/iso/dos8.iso
5 (] 4 http://10.138.141.209/xampp/iso/dos4.iso
6 (] 9 hitp://10.138.141.209/xampp/iso/dos9.iso
7 L] 11 http://10.138.141.209/xampp/iso/dos11.iso
8 [ ] 13 http://10.138.141.209/xampp/iso/dos13.iso
9 (] 14 http://10.138.141.209/xampp/iso/dos14.iso
10 [] 6 http://10.138.141.209/xampp/iso/dos6.iso
1 [ 12 http://10.138.141.209/xampp/iso/dos12.iso
12 [] 15 http://10.138.141.209/xampp/iso/dos15.iso
13 [ 10 http://10.138.141.209/xampp/iso/dos10.iso
14 [] 2 http://10.138.141.209/xampp/iso/dos2.iso
15 [] 5 http://10.138.141.209/xampp/iso/dos5.iso
+ | © Note: Currently we support only 15 URLs

Changes successfully saved.

Help Save Close

Figure 87: Boot Text Image after adding URL
Figure below shows the remote console after booting to the DOS image:
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£ test-uno.blrsccm.amd.com - PuTTY M= E3
-

Jupported)

Figure 88: Boot Text Image after booted to URL
3.9.1 Sample Use Cases

DISCLAIMER: The use cases shared here are for representation purpose only and do not form a part of
any agreement or legal binding on part of company. Shown views are not a part of the actual
deliverables. The product and technology displayed if any, or referred to is for representation only and
AMD does not guarantee the use of all of them. Consult your own technology advisor with respect to
your situation. In no event shall AMD be liable for any direct, indirect, special, incidental, or consequential
damages arising out of the use of the information herein. Test these applications in a controlled
environment before trying on production.

Case 1: Hiren’s multipurpose Boot CD

Hiren's BootCD is a boot disk utility which is packaged with various tools to run diagnostic and
monitoring tests to troubleshoot PC. Utilities such as disk partition tools, recovery tools, network tools,
backup tools, testing tools, system information tools can found in the package.

Download link: http../www.hirensbootcd.org/download/

When you download, file will be in zjp format. Extract the zip file into a folder using any third party
softwares like 7-zjp or WinRAR. Then create the image as ./so using tools such as Magic/SO or UltralSO.

Hiren's multipurpose Boot CD is deployed via ‘Boot Text Image’ and below is the boot screen after it has
deployed. From this screen various tools can be selected and run on the remote system.
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Hiren's BootCD 13.9 GRUB4D0SA.4.5b28181225 B638R/253M
Boot from Hard Drive

Dos Programs
Mini Windows Xp
Mini Linux

Hindows Memory Diagnostic

MemTest86+

Offline NT-/2888/XP-sUistas7 Password Changer
Ron-Boot

Seagate Disclizard (Powered by Acromis Trueimage)
PLoP Boot Manager

Boot from Hard Drive - Windows XP (NTLDR)
Boot from Hard Drive - Windows Vistas7 (BOOTMGR)

Figure 89: Selecting DOS Image
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3.10 Firmware Update

This feature allows you to update the firmware on selected devices or collections.

3.10.1

Firmware Update on Collection

AMPS allow you update the firmware for a group of systems in a given collection.

To update the firmware on collection, perform the following steps:

N =

Expand the Assets and Compliance node.
Expand the Overview node and click Device Collections.

In the right pane, the list of all the available collections appears.
Right-click the collection for which you want to initiate power control.
The shortcut menu appears.
In the shortcut menu, select DASH and then click Firmware Upgrade.

The above procedure is illustrated in Figure 90.

ﬁ Home DasH

Assets and Compliance

4 B Overview
?_J Users
‘L Devices
_i-';- User Collections
& Device lCl::-llecticms
3_;» User State Migraticn
_ Asset Intelligence
.IL_ Software Metering
_| Compliance Settings

_| Endpoint Protection

_| All Corporate-owned Devices

#—"; Assets and Compliance

]ﬁl Software Library

Folder
Discover Power | Firmware
Control | Upgrade
DASH
(- - |q':i' % » Assetsand Compliance » Overview » Device Collections

< Device Collections 14 items

Search

MName

All DASH Capable Systems - W16

All DASH Capable Systems - WP1

All DASH Managed Systems - W16
All DASH Managed Systems - WP1
All DASH Unmanaged Systems - W16
All DASH Unmanaged Systems - WP1
All Desktop and Server Clients

All Maobile Devices

All Provisioning Devices

All Systems

All Unknown Cemputers

Call Center Systems

Executive Systems

Cffice Systems

Figure 90: Firmware Update on Collection
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The Firware Update on Collection dialog box appears as shown in Figure 91 and Figure 92

Eﬂ Firrmware Upgrade on cellection "All Systems’ =
Firmware Upgrade on collection
Select software module: Management Controller Firmware ~
Select MName URL

1 ] 1 http/f10.138.141 _209~amppfiso/dosB.iso

2 ] 2 http/f10.138.141 209xamppfiso/dosy.iso

3 O 14 http-/f10.138.141 _209%amppfiso/dos14iso

4 O 13 http/f 10138141 _209xamppfiso/dos13.iso

5 ] 15 http /10138141 _209~amppfiso/dos15.iso

5 ] 5 http/f10.138.141 _209~amppfiso/dos3.iso

7 ] 4 http/f10.138.141 209xamppfiso/dosZ.iso

3 O 8 http-/f10.138.141 _209amppfiso/doss.iso

9 O r http /10138141 _209xamppfiso/dosD.iso

10 ] 3 http /10138141 _209~amppfiso/dos .iso

11 ] 9 http-/f10.138.141 _209~amppfiso/dos9.iso

12 ] G http-/f10.138.141 _209~amppfiso/dosd.iso

13 O 10 http-/f10.138.141 _209%amppfiso/dos10.iso

14 O 12| http /10138141 209xamppfiso/dos12.iso

15 11 http /10138141 _209~amppfiso/dos11 .iso

+ (e Mote: Currently only 15 URLs are supported.
Schedule time Immediate
Help Schedule Save Apphy Close
Figure 91: Inmediate Firmware Update on Collection
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Eﬂ Firmmware Upgrade on collection 'All Systems’

Firmware Upgrade on collection

Select software module: Management Controller Firmware -
Select Mame URL
1 [ 1 http/f10.138.141 _209xampp/iso/dost.iso
2 ] 2 hitp/f10.138.141 _209/xampp/iso/dasy.iso
3 ] 14 http-/f10.138.141 _209*ampp/iso/dos14.iso
4 [ 13 hittp /10138141 _209xamppfiso/dos13.iso
5 ] 15 http/f10.138.141 _209xampp/iso/dos15.iso
G ] 5 http-/f10.138.141 _209ampp/iso/dos3.iso
7 ] 4 hitp/f10.138.141 _209/xampp/iso/dasZ.iso
a ] a http-/f10.138.141 _209ampp/iso/doss._iso
9 [ r http/A10.138.141 209xampp/iso/dosS.iso
10 ] 3 hitp/f10.138.141 _209/xampp/iso/das1.iso
11 ] 9 http-/f10.138.141 _209amppf/iso/dos9 . iso
12 [ G hittp/f10.138.141 _209xamppfiso/dosd.iso
13 ] 10 http/f10.138.141 _209xampp/iso/dos10.iso
14 ] 12 http-/f10.138.141 _209xampp/iso/dos12.iso
15 11 hitp/F10.138.141 _209«ampp/iso/das1.iso
+ & Mote: Currently only 15 URLs are supported.
Schedule time : Firmware '11' ' Upgrade ' occurs one time at
2020-02-13 11:13 AM".
Help Save Apphy

Figure 92: Scheduled Firmware Update on Collection

5. In the Firmware Upgrade on Collection dialog box,

Close

a) Select the Software Module from the drop-down list. The available Software module

options are as follows:

e Management Controller Firmware

b) Schedule Time states the occurrence of the specified firmware update task. It can be

immediate (shown in Figure 91) or scheduled (shown in Figure 92).

¢) The grid shown in the dialog box lists the Firmware URLs of the devices with their

Names and Name field .

To update the firmware of the collection of devices, select the checkboxes next to the
devices you wish to update, and click on the Apply button to initiate Firmware update

on collection.
To delete a URL, click the Delete@ button.
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To add a new firmware URL to the list, click the Add(+) button.
After you are done adding or removing devices, click the Save button to save the list of

Firmware URLs.

d) To schedule a firmware update task for collection, click the Schedule button.

3.10.2  Firmware Update on Device

AMPS allows you to control the power state of an individual DASH client. To control a DASH client’s

power state, perform the following steps:

Expand the Assets and Compliance node.
Expand the Overview node.
Expand the Devices node and click All Systems.

Ao =

The shortcut menu appears.

5. In the shortcut menu, select DASH and then click Firmware Upgrade.

The above procedure is illustrated in Figure 93.

In the right pane, right-click the device on which you want to apply power control.

iHome DASH
= NG

o | P

hg:-' Assets and Compliance

ﬁ Software Library

DISCD\."EF Power Boot USE Alerts Flrmware Log Inventory Resource | Boot Text Boot To
Control Contrel Redlrectlcn Redirection Redlrectlon Entry Explorer  Image BIOS
DASH
6 v (& % » Assets and Compliance »  Overview » Devices
Assets and Compliance < Devices 12 items
4 B Overview Search
3_, Users lcon MName Client Primary Usen(s) Currently Logged on User
& Devices ~ 10.126.5.254 No
_iff User Collechons e 10.138.143.254 Mo
‘-? Baten Ealleahens Lo DEY-MAJA Yes Wig\administrator
&? e i (e e b_ HP5850 Yes W1GvAdministrator
. . Lo HPT05G4-4 Yes W1BWAdministrator
_| Asset Intelligence —
, ®  wmnsan [3] Ves W16\Administrator
E Software Metering -
) e Provisioning Device(Pro.. No
i C li Setti .
- omeEenes Setngs % wiscas Yes W1E\Administrator
BT s M wie-PR1 Ves W16\Administrator
. All Corporate-owned Devices o) W1G-WIN10E Yes W1\ Administrator
e x64 Unknown Computer.. No
e %86 Unknown Computer... Mo

Figure 93: Firmware Update on Device
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The Firmware Update on Device dialog box appears, as shown in Figure 94.

[ Firmware Upgrade on device 'DESKTOP-K4SBELEH'

Firmware Upgrade

Select software module:

Software module version:

on device

Bios Firmware

.138
.138
.138
.138
_138
_138
_138
.138
.138
.138
.138
.138
.138
.138

Q16 Ver. 92.37.02

141
141
141
141
141
1471
141
141
141
141
141
141
141
141

209/xamppfiso/dosB.iso
209/xamppfiso/dos? . iso
209xamppl/iso/dos14.iso
209xampp/iso/dos13.iso
209/ xamppfiso/dos15.iso
209/ xamppfiso/dos3.iso
209/xamppfiso/dosZ. iso
209/xamppfiso/dos8._iso
209/xamppfiso/dosS.iso
209/xamppfiso/dos.iso
209/xamppfiso/dos9.iso
209/xamppfiso/dos4.iso
209xampp/iso/dos10.iso
209xampp/iso/dos12.iso

http:ﬂ'lD.'I38.14'1..‘ZDQfxamppfisofdcs'l'Iliso
Mote: Currently only 15 URLs are supported.

Select Name URL
1 O 1 http://10
2 O 2 http://10
3 ] 14 http://10
4 ] 13 http://10
5 ] 15 http-//10
6 ] 5 http-//10
7 ] 4 http-//10
8 ] 8 hitp-//10
9 ] 7 hitp-//10
10 | 3 hitp:/f10
11 O 9 http://10
12 O G http://10
13 ] 10 http://10
14 ] 12 http://10
15 ] 11
+ Q
Help

Save Apply Cloge

Figure 94: Firmware Update on Device

6. In the Firmware Update on Device dialog box,

a. From the Software Module drop-down list, select the required Software module.

b. To update the firmware of the collection of devices, select the checkbox next to the
managed system you wish to update, and click on the Apply button to initiate Firmware
update on the device.
To delete a URL, click the Delete @ button.

To add a new firmware URL to the list, click the Add(+) button.
After you are done adding or removing devices, click the Save button to save the list of

Firmware
Note:

URLs.

e Clicking Start button wont't save the list. To save the URL list, click the save button.

e Upto 15 Firmware URLs can be saved in the list.
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e User can delete single or multiple URLs at a time by selecting the checkbox.

3.11 Boot to BIOS (KVM Profile)

This feature allows you to get the BIOS screen when system is booting on selected devices.

3.11.1 Boot to BIOS on Device

AMPS allows you to control the power state of an individual DASH client. To control a DASH client’s
power state, perform the following steps:

Expand the Assets and Compliance node.

Expand the Overview node.

Expand the Devices node and click All Systems.

In the right pane, right-click the device on which you want to apply power control.

Hwn o=

The shortcut menu appears.
5. In the shortcut menu, select DASH and then click Boot to BIOS.

The above procedure is illustrated in Figure 95.

ﬁ Home DASH

T - T
= N@Ex >
DISCD‘.’E{ Power Boot UsB Alerts Firmware Log Inventory | Resource | Boot Text Boot To
Control Contrel Redlrectlc:-n Redirection Recllrectlcm Upgrade Entry Explorer  Image
DASH
6 * |k % »  Assets and Compliance »  Owverview »  Devices
Assets and Compliance < Devices 12 items
4 B Overview Search
3_; Users lcon MName Client Primary User(s) Currently Logged on User
L Devices 1 10.136.5.254 Mo
# User Collections s 10.138.143.254 No
&2 Device Collections % DEV-MAJA Yes WG\ Administrator
& e 6 (e b_ HP5850 Yes Wi1g\Administrator
2 : ol HP705G4-4 Yes W1G\Administrator
_| Asset Intelligence —
] mrisavt 3] Ves W16\Administrator
E Software Metering Tl
) e Provisioning Device(Pro.. No
AC li Setti .
— omeenes SeTngE ®  wiscas Yes W16\Administrator
| Brper s e ®  wie-eR1 Ves W1B\Administrator
— e L Ly W16-WINT0E Ves W18\Administrator
e x64 Unknown Computer... Mo
i %86 Unknown Computer.. No
gz‘-' Assets and Compliance
‘ﬁl Software Library

Figure 95: Boot to BIOS on Device

Advanced Micro Devices Page 108



[Public]

The Boot to BIOS on Device dialog box appears, as shown in Figure 96.

@ KVM Redirection on device ‘BIRMAN-GPT1-CQE’ X

KVM Redirection On Device

Device name BIRMAN-GPT1-CQE

KVM Redirection VNC-RFB-AMF v
KVM workflow O Boot to BIOS

@® OS KVM

O WinRE

KVM SSH Key C:\Users\Administrator Desktop‘.Guru'.Prc

Maximum VNC sessions 1
Protocol VNC-RFB-AMF

Status Disabled

On clicking Start
1. KVM session will be enabled on the managed system.

2. The viewer will be launched to show the managed systems OS Screen.

* These operation may take few minutes to complete.

Figure 96: Boot to BIOS
2) In the Boot to BIOS on Device dialog box,

When the user starts the Boot to BIOS workflow by clicking the Start button, the following tasks are
initiated:

1. KVM enable command is sent to the managed system.

2. The managed system is rebooted.
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3. After the managed system boots to BIOS setup screen and once the VNC server is ready, VNC
viewer is launched.

Note:
1. Connecting to VNC server might take some time, since the managed system has to be rebooted.
2. When the VNC Viewer is closed , the managed system is rebooted.

] AMD VNC Viewer = =] =

insyde’

207:15: MAIN D o CPU o
02:15:31 1) T Cﬁl u 30°C |

= Advanced > InsydeH20O Setup Utility

E
DASH Configuration

DASH Support
Advanced PP @\

DASH Support Enabled > Enable/Disable DASH feature
support

KVM Feature Enabled >

AMD PBS

AMD CBS

@ ® O0OAM @ A ®

<Em

Figure 97: BIOS Screen in VNC Viewer

3.12 KVM Redirection

This feature allows you to get the Windows screen when system is booting on selected devices.

AMPS allows you to control the power state of an individual DASH client. To control a DASH client’s
power state, perform the following steps:

1. Expand the Assets and Compliance node.
2. Expand the Overview node.
3. Expand the Devices node and click All Systems.
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4. In the right pane, right-click the device on which you want to perform kvm redirection.

The shortcut menu appears.
5. In the shortcut menu, select DASH and then click KVM Redirection.

The above procedure is illustrated in Figure 98

iHome DASH
i B B E N @

Dlscu:wer Power Boot UsB Alerts Firmware Log
Control Contrel Redlrectlun Redirection Upgrade Entry

oo

Inventory | Resource
Explorer

Boot Text Boot To

Image BIOS

‘#: Assets and Compliance

ﬁ Software Library

6 « | % »  Assets and Compliance »  Ovenview »  Devices
iAssets and Compliance < Devices 12 items
4 B Overview Search
.5 Users lcon MName : Client Primary Usen(s) Currently Logged on User
% Devices & 101365254 No
ﬁv User Collections > 10.138.143.254 Mo
& Device Collections i/ DEV-MAJA Yes W16\Administrator
i% e b e e !ﬁ HP5850 Yes W1GvAdministrator
b [ Asset Intelligence !ﬁ HP705G4-4 Yes WiesAdministrator
) :E M715QV1 m Yes WIEVAdministrator
E Software Metering .
) L Provisioning Device(Pro.. No
" - Compliance Settings ®  wiscas Yes W18\Administrator
Rtttz ®  Wie-ER1 Ves W16\Administrator
» [ All Corporate-owned Devices o W16-WINTOE Yes W16\Administrator
L x64 Unknown Computer.. No
L ¥86 Unknown Computer... Mo

Figure 98: KVM Redirection on Device
The KVM Redirection on Device dialog box appears, as shown in Figure 99
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@ KVM Redirection on device ‘BIRMAN-GPT1-CQE’

KVM Redirection On Device

En DE. BIRMAN-GPT1-CQE
KVM Redirection VNC-RFB-AMF T
KVM workflow O Boot to BIOS

@® OS KVM

O WinRE

KVM SSH Key C:\Users\Administrator\Desktop) Ciuru'PrC

Maximum VNC sessions 1
Protocol VNC-RFB-AMF

Status Disabled

On clicking Start
1. KVM session will be enabled on the managed system.

2. The viewer will be launched to show the managed systems OS Screen.

* These operation may take few minutes to complete.

Help Start

Close

3)

Figure 99: KVM Redirection On Device

In the KVM Redirection on Device dialog box,

When the user starts the KVM Redirection workflow by clicking the Start button, the following tasks are

initiated:
Enabling KVM on the managed system.
The managed system is rebooted if Boot to BIOS/WinRE is selected.

Once the managed system'’s KVM Redirection setup screen is ready, respective viewer will be launched

to redirect remote systems screen in the viewer..

Note:
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1. Connecting to RtkDASH server might take some time, since the managed system has to be
rebooted.

2. When the RtkDASH Viewer is closed , the managed system is rebooted.

&4 RtkDash - VNC Viewer - [m} X

10:29

Tuesday, August 11

Figure 100: Windows Screen in RtkDASH Viewer

3.13 Opaque Management Data

Opaque Management Data extends the management capability of referencing profiles by adding the
capabilities to create, manage, use and delete the opaque management data objects. User can create an
opaque management data object and store required text in it persistently. User can specify the Element
name, Text/Data to be as shown in the below screenshot.
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Element Name

Data

Help

E Opague Management Data on device 'GURUSTX

Opaque Management Data

Create

Delete

3.14 Unown

AMPS supports unowning a device by deleting all the provisioning data on a Managed system. System
will become unmanageable through DASH after this operation.
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5] Unown 'BIRMAN-GPT1-CQE' X

Unown

Device name BIRMAN-GPT1-CQE

On clicking Start

1. The managed system will be unowned and all provisioning data will be
deleted.

2. System will become un-manageable through DASH.

st | [ G

3.15 Disk Wipe

AMPS supports Disk Wipe by deleting all the contents of the selected disk.
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Disk Wipe on device 'BIRMAN-GPT1-CQE' X
Disk Wipe
Disk Name DiskDrive:0 v
Disk Type NVME

Disk Model Number SAMSUNG MZVL8256HFJD-00B07
Disk Serial Number S7ZKNEOY100535
Disk Wipe supported Yes

Disk Wipe state No

On clicking Start

1. The selected disk will undergo a complete wipe by permanently removing all
the data in it.

2. System will be restarted to initiate the process of disk wipe.
3. After Disk Wipe process is initiated, the erased data cannot be retrieved.

st ||

Note:

1. Warning: Following a disk wipe, if an operating system was previously installed on the disk, the
system will be unable to boot into the operating system. It will be necessary to reinstall the OS.

2. Disk Wipe is supported only in AIM-T supported system with version 5.0 and above.
3. Power restart is needed to initiate Disk Wipe after enabling Disk Wipe.

4. This feature is typically utilized during the process of system decommissioning.
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3.16 Troubleshooting

In this section we cover how to interpret the Error messages shown from AMPS and what
Remediation actions to take to fix the errors.

3.16.1  Troubleshooting DASH issues
Screen Error Remediation
The authentication account was not Check authentication accounts
found.
The configuration was not updated
since one or more of the tranpsort Check HTTP input port value
parameters is invalid.
) . The configuration was not updated
Configuration since one or more of the authentication | Check input credentials properly
parameters is invalid.
The configuration was not updated
since one or more of the setting(s) is Check input credentials properly
invalid.
The domain user name or password is | Check Domain username and password
incorrect. correctly.
While doing power operation based on
Power task on the system failed. selepted power state failed please r_etry
again or please check your credentials
once again
Supported power status not available in
selected group of target machines or
Power task on the group failed. please check your credentials once
Power again(ex: power OFF, power ON, Sleep,
Hibernate etc.)
Supported power status not available in
No power state available. selected target machine(ex: power OFF,
power ON, Sleep, Hibernate etc.)
Unauthgrlzed. Verify aqthent!canon Please check the credentials
credentials or port configuration.
Boot configuration instances are not
No boot configuration instances found. | found in selected target, please verify
the target once
Changed Boot order had failed. _Cha_ngmg boot order on §elected target
is failed please retry again
Boot Config Changing default configuration on
Default configuration failed. selected target is failed please retry
again
. ; When Boot Config profile has not
Obje.Ct reference not set to an instance devices listed. The NIC vendor has not
of object : . )
added Devices in Boot config.
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Boot config failed.

Please check the credentials

Boot config enumeration failed.

Please check the credentials

Boot config change boot order failed.

Error ocurred while changing Boot order
please retry again.

Next configuration failed.

Changing next configuration on selected
target is failed please retry again

Text Redirection

End the existing session and try again.

Please close the current Putty window.

Verify if the system supports Text
Redirection and try again.

Text Redirection not supported by
selected target or please verify your
credentials once

Text redirection failed. Verify if the
system supports text redirection and
try again.

When there are no instances in text
redirection. This message is seen. If the
platform claims support for Text
redirection, at least one instance needs
to be supported. Please contact the NIC
vendor for a fix to this issue

No text redirection instance found.

Text Redirection not enabled on the
selected target machine

USB Redirection

Verify if the system supports USB
Redirection and try again.

Selected target not supports USB
Redirection or please verify your
credentials once

No USB Redirection instance found.

USB Redirection not enabled on the
selected target

Already USB Redirected, either Modify
or Disconnect.

USB Redirection already enabled in the
selected target you may disconnect it or
you can modify it.

No USB Redirection instance found.

USB Redirection not enabled on the
selected target

USB Redirection failed.

Check input credentials properly and
check whether target suppots USB
Rdirection

USB Redirection disconnect failed.

Error ocurred while disconecting USB
attached on target device please retry
again.

Length of URI specified is beyond
allowed limit

Check Image URL properly and try
again

USB Redirection connect failed.

Error while attaching USB file on target .
Please retry again

Verify if URL exists.

May be Entered URL doesn't exist check
again

Text redirection failed. Verify if the
system supports text redirection and
try again.

When there are no instances in USB
redirection. This message is seen. If the
platform claims support for USB
redirection, at least one instance needs
to be supported. Please contact the NIC
vendor for a fix to this issue
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KVM Redirection

System does not support KVM
redirection.

KVM redirection not supported by
selected target or please verify your
credentials once

Supported KVM Redirection Instance
not found.

KVM instance not found on the selected
target please verify it once

KVM Redirection failed.

Please check the credentials

KVM Redirection not supported.

Check whether target supports KVM
Redirection and retry again

KVM Redirection enumeration failed.

Check whether target supports KVM
Redirection and retry again

KVM Redirection Status query failed.

Check whether target supports KVM
Redirection and retry again

KVM Redirection reboot failed.

There is an error while rebooting the
target

KVM Redirection connect failed.

There is an error while connecting to the
target

KVM Redirection timed out.

Time expired while connecting to target

KVM Redirection request aborted.

Connection aborted by the target

Unable to perform operation, Verify if
KVM Redirection is supported by the
managed system.

Please check the credentials and
whether target supports KVM
Redirection

Enumeration failed for IP Interface

Check targets suppotrs KVM Extended
mode

Unable to connect to AMC Service.

Check your AMC service once, Go to
services.msc and check these
AMCAlertservice, AMCDASHService,
AMCWebservice

System Health

System Health information not found.

System health not supported on
selected target or please verify your
target once

Firmware Upgrade

Firmware Upgrade is not supported for
this device.

Firmware upgrade not supported on
selected target or please verify your
credentials once

Firmware Upgrade task failed..

Firmware upgrade failed on selected
target please retry again

Log Entry not supported on selected

Log Entry Log Entry operation failed. target or please verify your credentials
once
Alerts are not supported on selected
No Indication filters were found. target or please verify your credentials
once
Indications failed. Please check the credentials
Alerts

Subscription of indication failed.

Operation failed on subscribing alerts
please retry once again

Unsubscription of indication failed.

Operation failed on Unsubscribing alerts
please retry once again
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Subscription quota limit is reached.

Alerts subscription limit is reached.

Enumeration of filter collections failed.

Error while getting the alerts list please
try again .

Enumeration of subscribed indications
failed.

Error while getting the alerts list please
try again .

Subscribed filter list had failed.

Operation failed on subscribing alerts
please retry once again

Enumeration of subscribed indication
failed

When the platform does not support any
events for subscription this error can be
seen.

Boot to Text

Boot To Text Power state change
failed.

Please check the credentials

Boot To Text Power task not allowed
on localsystem.

Please try Boot To Text on remote
system.

Boot To Text Power Management
enumeration failed.

Please check the credentials and try
again.

Boot To Text USB Instances are not
found.

Check whether target supports Boot To
Text and retry again

Boot To Text URL diconnect failed.

Error while disconnecting Boot To Text
on target, please try again.

Boot To Text URL connect failed.

Error while connecting Boot To Text on
target, please try again.

Boot To Text Get instance failed.

Check credentials and try again.

Boot To Text Boot Order change failed.

Error while changing Boot order change.

Boot To Text Boot instances are not
found.

Check credentials and try again.

Boot To Text Boot config change boot
order failed.

Error while changing Boot order change.

Boot To Text Boot device decription
string retrieval failed.

Error while changing Boot order change.

Boot To Text Boot config change order
failed.

Error while changing Boot order change.

Boot To Text failed to perform Text
Redirection

Check credentials and try again.

Boot To Text Text Redirection Disable
failed

Error while disabling Boot To Text on
target please try again

Boot To Text failed to perform Text
Redirection connect operation

Error while connecting Boot To Text on
target please try again

No BootToTextimage data found in the
response

Boot text image not supported on
selected target or please verify your
credentials once
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Boot to BIOS

KVM redirection failed.

KVM Redirection failed on selected
target please verify your credentials
once

System does not support KVM
redirection.

Selected target doesn’t supports KVM
Redirection please verify your target

Supported KVM Redirection Instance
not found.

KVM Instance not found in the selected
target

KVM Redirection enumeration failed

Upon enumeration 0 instances are
found. Check with NIC vendor if KVM
support is added

Remote Access

Supported KVM Redirection Instance
not found.

Please check target whether it supports
In band KVM

KVM Redirection enumeration failed

Upon enumeration 0 instances are
found. Check with NIC vendor if KVM
support is added

3.16.2  Troubleshooting KVM issues

KVM redirection prints out Error codes when faced with an issue. Here is a table to help
resolve few historically encountered issues:

Serial
Number

Error code Friendly Name

Description

Error 20

This error can be seen if some file
Key Parse related to installation has been
Failed modified. Issue can be resolved by
reinstalling AMC

Error 21

This error can be seen if the platform
did not successfully connect to the
Connection remote system via SSH. Re attempting
Failed to connect may resolve issue. If issue
persists, please contact platform
vendors

Host name not
found

This error can be seen if the platform
did not allow a socket connection with
the client. This issue can occur if IP
Error 22 address changes in KVM session or if
the KVM session is not enabled due to
SSH failure. Please contact vendor if
issue recurs.
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This error can be seen if the platform
did not successfully connect to the SSH
Connection connection with the provided key for
Key failed KVM 1.9 and above. When this error
occurs, SSH connection with KVM 1.8 is
then attempted for KVM Redirection

4 Error 23

This error can be seen when KVM
5 Error 24 Not Supported | Redirection is not supported on the
platform where it was launched

. This error can be seen if some activity
6 Connection

Error 25 . in the platform forced it to close the
Forcibly Closed .
connection
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Chapter 4 Role-Based Administration

Role-Based Administration (RBA) is a Role-Based Access Control (RBAC) mechanism in Configuration
Manager for restricting MEM access to authorized users.

RBA provides Configuration Manager Administrators an easy way to implement the security model that
allows them to assign and manage administrative permissions. It is implemented by assigning the actions
authorized users are able to perform using security roles, the users and systems they can manage
through collections, and the objects they can access using security scopes.

AMPS extends the Configurations Manager's security model and defines which groups of users can
perform DASH tasks, and which groups of users can modify the DASH configuration.

Administrators Security Roles (What)
(Who)
7
e
T 7
’4
!Jo - = Security Scopes (Which)
K T — -
N ;r ? J’

Figure 101: Role Based Administration mechanism in MEM

4.1 Security Role

Security Role defines the Configuration Manager administrative users’ job functions. Configuration
Manager provides several built-in roles which perform functions such as Software Update Manager for
managing software updates, and Full Administrator and Remote Tools Operator for performing
restrictive DASH operations.

4.1.1 Full Administrator Security Role

Full Administrators possess all permissions in Configuration Manager. The administrative user who first
creates a new Configuration Manager installation is associated with this security role, all scopes, and all
collections. All DASH operations can be performed by users having Full Administrator role.

The screen for selecting Full Administrator security role appears as shown in Figure 102.
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Add Security Role >

Select one or more security roles to associate with this administrative user or group. Only unassigned
roles that you have pemission to delegate appear in the list.

Available security roles:

[] Application Administrator

[] Application Authar

] Application Deployment Manager

[] Asset Manager

[ ] Company Fesource Access Manager
[ ] Compliance Settings Manager

[] Endpaint Protection Manager

Full Administrator

[] Infrastructure Administratar

[] Operating System Deployment Manager
] Operations Administrator

[ ] Remate Tools Operator

[ ] Security Administrator

[] Software Update Manager

Description:

Cancel

Figure 102: Selecting Full Administrator role

4.1.2 Operations Administrator Security Role

Operations Administrator users run and audit remote administration tools that help users resolve
computer issues. Administrative users associated with this role can run Remote Control, Remote
Assistance and Remote Desktop from the Configuration Manager console. This user is restricted with
just read-only access to DASH Configuration page.

In addition, AMPS allows Operations Administrator users to run all out of band management operations
such as DASH tasks, except the DASH Configuration operation which can only be performed by the Full
Administrator Role user.

The screen for selecting Operations Administrator security role appears as shown in Figure 103.
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4.1.3

Add Security Role

Select one or maore security roles to associate with this administrative user or group. Only unassigned

roles that you have pemmission to delegate appear in the list.

Available securty roles:

[] Application Administrator

[] Application Author

] Application Deployment Manager

[] Asset Manager

[ ] Company Resource Access Manager
[ Compliance Settings Manager

[ ] Endpoint Protection Manager

[] Full Administrator

[] Infrastructure Adminiztrator

[] Operating System Deployment Manager
Operations Administrator

[ ] Remote Tools Operator

[ ] Security Administrateor

[ ] Software Update Manager

Description:

Cancel

Figure 103: Selecting Operations Administrator role

Remote Tools Operator Security Role

Remote Tools Operator users run and audit remote administration tools that help users resolve
computer issues. Administrative users associated with this role can run Remote Control, Remote

Assistance and Remote Desktop from the Configuration Manager console.

In addition, AMPS allows Remote Tools Operator users to run all out of band management operations
such as DASH tasks, except the DASH Configuration operation which can only be performed by the Full
Administrator Role user.

The screen for selecting Remote Tools Operator security role appears as shown in Figure 104.
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Add Security Role et

Select one or maore security roles to associate with this administrative user or group. Only unassigned
roles that you have pemmission to delegate appear in the list.

Available securty roles:

[] Application Administrator

[] Application Author

] Application Deployment Manager

[] Asset Manager

[ ] Company Resource Access Manager
[ Compliance Settings Manager

[ ] Endpoint Protection Manager

[] Full Administrator

[] Infrastructure Adminiztrator

[] Operating System Deployment Manager
] Operations Administrator

Remote Tools Operator

[ ] Security Administrateor

[ ] Software Update Manager

Description:

Cancel

Figure 104: Selecting Remote Tools Operator role

4.2 Configuration in MEM for AMPS

MEM is the premier application to manage computers in large enterprises -- on the order of 100,000
systems in stand-alone configuration and much more in distributed configuration.

4.2.1 Overview of collections in MEM

In MEM, collections provide a way to manage users, computers, and other resources in the organization.
Collections give a means of organizing the computers and a mechanism to distribute software packages
to clients and users. MEM derives its power from its ability to target applications at client systems with
very specific properties by using query-based collections. Query-based collections allow an
administrator to provide any criteria that the MEM database holds about its systems and automatically
make those systems a member of that collection.

For example, a new version of an OS-specific graphics driver can be deployed across the enterprise
(spanning multiple geographies) by creating OS-specific collections created by querying the OS of all
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systems to find user systems running Windows 10, Windows 11, or server system running Windows 2016,
Windows 2019, Windows 2022.

Similarly, an application can be deployed at only one site (say, a city) by grouping all the systems at that
site in a collection (based on a query such as IP subnet).

In summary, collections are logical grouping of computers created based on a unique property (or a
unique set of properties). The collections thus created can be used for multiple purposes, such as
monitoring, deploying applications, and so forth. Administrators can enforce very strict authorization on
these collections and limit:

e who can access these collections, and

e what they access in these collections.

For instance, the enterprise administrator (at the head office) can create a remote office-specific
collection and give monitoring rights to that remote office administrator while keeping application
deployment rights at the head office. The enterprise administrator can deny any kind of access to that
remote office for rest of the administrators in the enterprise.

4272 Overview of collection object’s security in MEM

MEM enforces security, defined on the collections, when a client of that collection is accessed through
the MEM Administrator Console. The same security model is enforced when that client is accessed
programmatically via any MEM Windows Management Instrumentation (WMI) provider. MEM compares
the user who is attempting to access the collection to the MEM security permissions on that collection
and determines if the user has the security right to access or change the objects. The MEM enforces this
security every time a client is accessed through the MEM Administrator Console or through a program
that access MEM through WMI (such as wbemtest application).

Permission can be granted on a collection to a single user or to a group of users within a domain. For
example, all members of the Domain Users Group can be permitted to manage a collection, or a specific
set of users can be permitted to edit and manage the collections. For a given collection, any defined
permissions can be granted. The rich set of permissions gives great control in defining who can access
MEM clients and who can access settings in the MEM site database.

Security for a MEM collection can be configured at either the class level or at the instance level:
e Class level - This level grants users-permissions for all object types in a specific class -- for
example, Collections.
¢ Instance level - This level grants permissions for a specific instance of an object type, such as the
"All Windows 10 Systems" collection or a "New York City Systems" collection.

In both cases, permissions can be granted or denied on a per-user or user-group basis.
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Collection class and collection instances are depicted for Users in Figure 105 and for Devices in Figure
106.

& v [g'f \ » Assetsand Compliance » Overview » User Collections

Assets and Compliance < User Collections 3 items

4 ¥ Overview Search
L Users lcon Name | Limiting Collection
& Devices -CO"eCtIOﬂ Class #  p All User Groups All Users and User Groups
# User Collections ¥ All Users All Users and User Groups
&¥ Device Collections ¥ All Users and User Groups
&, User State Migration .

() Asset Inteligence Collection Instances

(L Software Metering
» | Compliance Settings
» || Endpoint Protection

¢ All Corporate-owned Devices

Figure 105: User Collection

& » |@¥ \ » Assetsand Compliance » Overview » Device Collections
Assets and Compliance < Device Collections 8 items
4 \e- Overview Search
2, Users lcon Name Limiting Collection
& Devices ; o All DASH Capable Systems All Systems
# User Collections }ollectlon Class o All DASH Managed Systems All Systems
&¥ Device Collections o All DASH Unmanaged Systems  All Systems
&’ User State Migration o All Desktop and Server Clients  All Systems
> : o All Mobile Devices All Systems
¥ | Asset Intelligence .
— ' oy All Provisioning Devices All Systems
{4 Software Metering
‘ All Systems
. i .
i Complence Setimos All Unknown Computers Ali Systems

» || Endpoint Protection

' (5 All Corporate-owned Devices Collection Instances

Figure 106: Device Collection
423 MEM collection security rights

Commonly used security rights of a collection object can be seen in Table 1.
Table 1: Table with mapping between Rights and Abilities

‘ Right | Grants the ability to
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Assign or remove any user security rights for a collection class to oneself or to any
other user. You must explicitly grant other security rights appropriate to the object
type. Granting the Administer right to a user does not automatically give the user

Administer Create, Modify, or Delete rights for that object type.

Create Create an instance of collection.

Delete Delete a collection or a sub-collection.

Delete Resource Delete a client from a collection.

Modify Modify an instance of an object type.

Read View an instance and its properties.

4.2.4 Security rights defined for DASH tasks

Some of the DASH tasks are:
e Change power state
¢ Modify boot order
e Subscribe and unsubscribe to event alerts
e Perform KVM, USB or text redirection
e Perform hardware inventory

4241 Collection class/instance

The security roles, “Full Administrator”, "Operations Administrator” and “Remote Tools Operator” can
perform DASH tasks on Collection class or Collection class instances.

4.2.4.2 Read operations

View or read the status of a client in a collection by performing a DASH operation. Some of the tasks
that require this security right are:

e View hardware inventory

e  Check power status

e Retrieve boot order

4.24.3 Modify operations

Change setting or perform "Modify” DASH operation such as change power state, modify boot order,
and subscribe to alerts. Redirection activities such as KVM, Text and USB require this security right.

4.2.5 Security rights for DASH operations

A mapping between DASH Tasks, what rights are required for the DASH tasks and what abilities they
grant can be seen in Table 2
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Table 2: Security rights required for DASH tasks

DASH
Task Right Grants the ability to
Create, Modify,
and Read Identify whether a system is DASH-capable or not. Get version
Discover Resource information and the profiles supported.
Read Resource Obtain current power state of the system.
Use Remote
Power Tools Change power state of the system.
Read Resource Obtain boot order information.
Use Remote
Boot Tools Change boot order of the system.
Inventory Read Resource Obtain hardware inventory of the system.
KVM,
USB and
Text Read Resource
Redirecti and Use Remote
on Tools Redirect BIOS screen, boot to remote ISO image.
Read Resource
Alerts/Ev and Use Remote
ents Tools Subscribe and unsubscribe to all or selected event alerting.
Account Read Resource View list of digest accounts on DASH-capable system.
Manage Use Remote
ment Tools Modify the digest account on DASH-capable system.
Read Resource View list of firmware Images
Firmware Use Remote
Upgrade Tools Add\Modify the list of firmware images
Log Entry Read Resource Obtain hardware inventory of the system.
Boot to Read Resource View list of remote ISO images
Text
Image
Workflo Use Remote
w Tools Flash Image then Redirect to Text BIOS
Boot to Read Resource View list of KVM Redirection Instances to boot to BIOS
BIOS
Workflo Use Remote
w Tools Reboot the System and Redirect BIOS screen

To view DASH tasks on
Compliance\Overview\Devices and click on Properties and depicted in Figure 107.

DASH enabled

system, navigate to \Assets

and
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_ Home DASH

: 7y &
BOE B O SERNEGER > BB
D|sco\.rer Power Boot Alerts Firmware Log Inventery | Resource |Boot Text Boot To
Control Centrol Fledlrectlcm Redirection Redlrectlon Upgrade Entry Explorer  Image BIOS
DASH
+ v |.Jl- % » Assets and Compliance »  Owerview »  Devices
Assets and Compliance < Devices 9 items
. - O\rerview Search
3_;, Users lcon |I"-.Iame Client Pri
ik Devices 1 10.126.5.254 No
& User Collections 1 10,138.143.2534 Ma
& Device Collections ) M715QV1 Yes
&? et 2 e e e Provisioning Device{Provisioning Device) Mo
= . 1 W1g-CAS Mo
_| Asset Intelligence )
L) W16-PR1 Yes
E Software Metering .
: L) W16-WIN10E Yes
ol T li Setti
-~ o R 1 w64 Unknown Computer (x64 Unknown Computer) Mo
G ke T 1 %86 Unknown Computer (x86 Unknown Computer) Mo
| All Corporate-owned Devices
#—.‘i Assets and Compliance
‘ﬁ Software Library
_-. Menitoring
r. Administration M715QV1
§ Community
General Information LClier
Figure 107: Security rights for DASH operation
The User collection that can access a device collection can be viewed by navigating to \Assets and
Compliance\Overview\Device Collections. Upon right clicking on an instance like “Windows 10 DASH
systems” and selecting properties, the user collections with security permissions to access the collection
can be viewed as shown in Figure 108.
. . Page |131
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D Windows 10 DASH systemns Properties

Collection Variables  Distribution Point Groups  Cloud Sync

and security scopes.

Administrative users:

General Membership Rules Power Management Deployments  Maintenance Windows

The following administrative users have pemission for this object from associated security roles

Filter...

MName Operations

W16 \Administrator Fead, Modify, Delete, Remote Control, Run CM...
W16 \AppAdmin Read, Modify, Delete, Remote Control, Modify R...
W16 \AppAuthor Read, Read Resource, Maodify Cliert Status Alert
Wie\AppMan Read, Read Resource, Deploy Packages, Depl...
W16 \AssetMan Read, View Collected File, Read Resource, Dep...
WI16\CompResMan Read. Read Resource, Deploy Corfiguration Pal...
W16\CompSetMan Read. Read Resource, Deploy Configuration fe...
W16EPMan Read, Read Resource, Audit Security, Enforce ..
WG Full Admin Fead, Modify, Delete, Remote Control, Run CM...
Wi6\ganesh Read, Modify, Delete, Remote Contral, Run CM. ..
WigrfraMan Read, Modify, Delete, Modify Resource, Delete ...
WI16\OpAdmin Read, Modify, Delete, Remote Contral, Run CM. ..
WI1e\OpMan Read, Modify Resource, Read Resource, Modif ..
W16 \ReadOnhy Read, View Collected File, Read Resource, Audi...
W1e\Remote Tools Read. Remote Control, Read Resource, Control ...
W16 \SecAdmin Read, Modify, Delete, Run CMPivot, Create, Ma...

Cancel

Figure 108: Security permissions for different roles for a collection.

4.2.6 Security rights defined for DASH settings

The security rights model applies for modifying DASH settings in the “DASH Configuration” window in

the MEM Administrator Console.

A few of the DASH settings that can be changed in the "“DASH Configuration” window are:

e Manage inventory schedules

e Modify digest and active directory authentication

e  Modify HTTP/HTTPS settings

e Change DASH port numbers

e Enable/Disable DASH Auto Discovery and DASH wakeup

The security rights allows Read or Modify on Site class or Site class instance control the user’s permission

for DASH settings.
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4.2.6.1 Read

The Read security right allows the user to open the "DASH Configuration” window and view the settings.
The user cannot save the settings. A user with "Full Administrator” or “Operations Administrator” role
can read the settings.

4.2.6.2 Modify

The user can open the “DASH Configuration” windows and modify and save the settings.
Note: Only users with “Full Administrator” rights can modify and save the DASH Configuration window.

Navigate to \Administration\Overview\Site Configuration\Sites as per Figure 109 to
check this setting.

[=] W16 CAS Setup Properties ht

General Wake On LAN Porizs  Sender Publishing Communication Securty  Alerts

The following administrative users hawve permission for this object from associated security roles and security
SCOpES.

Administrative users:

Filter...

MName Operations

Ws\Administrator Read, Modify, Delete, Set Securty Scope, Creat...
W16 AppAdmin Read

W16 AppAuthar Read

W16 AppMan Read

W1G AssetMan Read, Meter Site, Read Client Status Seftings
W16"CompResMan Read

W16\CompSetMan Read, Madify

W16“EPMan Read

WesFull Admin Read, Modify, Delete, Set Securty Scope, Creat...
W16ganesh Read, Modify, Delete, Set Securty Scope, Creat...
W16InfraMan Read, Modify, Delete, Set Securty Scope, Creat...
W16OpAdmin Read, Modify, Delete, Set Securty Scope, Creat...
W16 OpMan Read, Import Computers, Manage Cerificates for..
W16ReadOnly Read, Read Client Status Settings, Fun Report
W16"SecAdmin Read

WI1enSWlpdMan Fead

Carcel

Figure 109: Security rights user collection and access mapping
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4.2.7 Configuration of AMPS

In AMPS, the administrator has the option to either enable or disable the user permission checking
feature. This is a global setting and affects all users.

Note: To change the setting, the user must have “Full Administrator” access.

4.2.71 Steps

1. In the MEM console, navigate to \Administration\Overview\DASH Management\DASH
Configuration. Go to DASH Configuration then click on Properties as per Figure 110.

2. Users can choose to save up to 3 Schemes and save both Digest and Active Directory settings

Users can also set the "DASH Wakeup” / “DASH Auto Discovery” options.

4. When HTTPS Scheme is selected users also have the option to ignore self-signed certificate or
configure a valid HTTPS certificate for connection.

w

P E
Saved p rti - -
Seaal"zf\es . roperties DASH Configuration X

S h DASH Cenfi t S
sar Srmgaration Authentication Schemes

(- - | % »  Administration » Overview
|Administration < DASH Configu Auth Identifier Scheme Username Password Confirm Password
5] Updates and Servicing “ con Serve :ea:ek Eigest ~ :minigtramr
_| Hierarchy Cenfiguration |_I| W16 roaceem oest 7| Adminisrator
q - 3 <ot Used>  ~
| Cloud Services
| Site Configuration
K Client Settings Management Port and Transport Alerts
| Security ® HTTP 623
= Distribution Poi Event Port: 8080
=71 Distribution Points | O HTTPS 664
55 Distribution Point Groups
_| Migration Caonfiguration Manager Settings

_| Management Insights
DASH Wakeup - Use DASH to wakeup a collection of devices during power management and package

4 n DASH Managemen deployment

aj DASH Configuration
G 2 DASH Auto Discover - Enable automatic DASH discovery of newly found devices by site server
DASH Scheduled Tasks

TLS certificate for HTTPS
?\-‘ Assets and Compliance
: Trust self signed certificate

‘ﬁ Software Library
.. Monitoring

"]T. Administration

?; Community About Help Save Close

Figure 110: Opening the DASH Configuration window.

4.2.8 Security Scope

Security scopes limit administrative users’ access to specific secured objects. While security roles grant
the class level permission to the user such as “Read Applications”, security scopes grant instance level
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permission for which applications they can read. Refer Configuration Manager documentation for more
information. Security scopes are not considered for either DASH tasks or DASH configuration changes.

4281 Collection

A Collection is the group of devices or users the administrative user can manage. For performing DASH
tasks, the Remote Tool Operator role users must have access to the collection. Users with Full
Administrator role have access to all collections.

4.3 Case Study

Here, a typical IT deployment case is considered for illustration.

43.1 Business scenario

XYZ Corp is a large call center with 1,000 seats. It has around 100 office staff supporting the call center
business, and there are roughly 20 top executives across all functions. The company has 25 IT personnel
to administer all the desktops, and few servers in the facility. All the desktops are DASH-compliant.

XYZ Corp wants to define the IT personnel who will administer call center, office, and executive desktops.
A set of only three IT Admins are identified who must have access to executive systems. A dedicated set
of 15 IT personnel will administer only call center desktops because call center desktops must have
minimal down time. The remaining IT personnel administer office and call center desktops.

Additionally, XYZ Corp must have its desktops audited periodically by an external regulator. The auditor
must have only Read access to hardware information of the desktops.

XYZ Corp wants only three IT Admins who manage executive systems to have permission to change
DASH settings. The rest of the IT Admins can have view-only access. The external auditor need not have
any access to any of the DASH settings.

4.3.2 Solution Description

l. Create groups in Active Directory

Open Active Directory Users and Computers under Windows Administrative tools and then right click
on Users, select New and then select Group as per Figure 111.
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] Active Directory Users and Computers — O X
File Action View Help
= Tt — M ¥ e | L
e 2E 4 XKE BETeETER
: Active Directory Users and Computers [W18-CASW | pame Type
- E;:;d Q;EFIES %Call Center Admins Security Group.
v & - ;Tﬁ_ com 42 Cert Publishers Security Group.
- Hn :%Clu:uneable Domain Controllers Security Group.
| Computers %C R A M Ny
= Domain Controllers % ompafn:,r esu:uu.rce ccess Manager sEr
B ForsignSecurityPrincipals Compliance Settings Manager User
| Keys :%Denied RODC Password Replication Group  Security Group.
= LostindFound :%Dnshdmins Security Group.
| Managed Service Accounts :%DnsUpdaterx_',r Security Group.
“| Program Data :%Dumain Admins Security Group.
7| Syste %Dnmain Computers Security Group.
| Use-- %Dnmain Controllers Security Group.
I NT Delegate Control... 42 Domain Guests Security Group.
- TPI Find... E&Dnmain Users Security Group.
- User
MNew Computer
g Security Group.
All Tasks Contact Security Group
Miew Group llers Security Group.
. InetCrgPerson Security Group,
Export List... msD5-KeyCredential Security Group.
Properties msD5-ResourcePropertyList User
Hel ms0D5-5hadowPrincipalContainer User ]
=P ading.pSp Security Group.
mslmaging-P5Ps User
MSMC Queue Alias User
Printer Security Group.
User User
Shared Folder Security Group.
T WHENDLITIY SYELETT LEIUYTIIETIL I".I'Idlldger USer
%OperatiunalAdr‘ninistratu:urs Security Group.
%Operatiunsﬂxdministratnr User
e - - -
< > || < >

Create a new object...

Figure 111: Creating user group in “Active Directory Users and Computers” Application

XYZ Corp could create four groups in Active Directory and assign the respective IT personnel into their

authorized groups as per Figure 112:

e Call Center Admins

e Office System Admins

e Executive System Admins
e External Auditors
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:% Enterprise Key Admins

Executie Systern Admins
|| &8 External Auditors

] Active Directory Users and Computers - O >
File  Action Miew Help
e 2R I XE2 HETeETER
] Active Directory Users and Computers [W16-CASW1 | pName Type A
;I saved Queries Call Center Admins Security Grou
v ‘.T‘IE-.arnle.cu:um I Cert Publishers Security Group.
j Ezltl":;uters %Cluneable Domain Controllers Security Group.
5 Domain Controllers E}Cumpan}r Resource Access Manager User
@ ForeignSecurityPrincipaks E;Cu:umpliance Settings Manager User
| Keys :%Denied RODC Password Replication Group  Security Group,
“| LostAndFound %Dnsﬁdmins Security Group,
| Managed Service Accounts %DnsUpdatePery Security Group.
| Program Data :%Du:umain Adrmins Security Group.
| Systern :%Dnmain Computers Security Group,
| Users %Dnmain Controllers Security Group,
| NTDS Quotas %Dumain Guests Security Group.
| TPM Devices :%Du:umain Users Security Group.
E;EndPu:uint Protection Manager User
%Enterpriseﬁdmins Security Group,
Security Group.

Security Group

E)Operationshdministratur
i .

{

o Full Administrator User
E) Ganesh User
%Gruup Policy Creator Owners Security Group,
&Guest User
E) Infrastructure Manager User
%Keyhdmins Security Group.
&krbtgt User
Office System Admins Security Grougl
Operating System Deployment Manager User
%Gperational Administrators Security Group,
User

Figure 112: Adding Users in “Active Directory Users and Computers”

application

In the MEM console, navigate to \Administration\Overview\Security\Administrative
Users. Right click on “Administrative Users” and choose "Add User or Group” as per Figure 113.
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Administration

< Administratiy

- |:{[L Cwverview — [LSearch
E Updates and Servicing lcon Acc
“| Hierarchy Configuration L0 Wi
| Cloud Services L Wi
_| Site Configuration B L wi
: 2
& Client Settings -lf wi
: £ Wi
A e SE{urity .Ij
&e Wi
3‘@ Administrative Use -
-2, Security Roles &2, Add User or Group m 1
7] w1
@ Security Scopes .;}I Wi
B} Accounts s Wi
5l Certificates e Wi
2 ' r
#. Console Connections W16\Adm
# Assets and Compliance
Account Su
ﬁ Software Library
Account |
-. Monitoring Account |
; Date Cred
/] Administration Created B

Figure 113: Adding Users to Administrative Users

Using this utility, add the four active directory domains groups as four MEM Users as per Figure 114
and Figure 115 . Do not assign any security right for any of these four MEM users.
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TTOS0TL ENGPOITT CORTGUTation Ianager [Lonnecte = ETup,
o Select User, Computer, or Group *
.&; ) (3 Refresh D Select this object type:
- —"b ?( Delete |User or Group | Object Types..
Add User Saved Properties X
or Group Searches ~ From this location:
Create Search Administrative User | Properties |W16.amd.c0m | Locations... user =
e 4 |3£@ Y » Administration » Overview » § Common Queries
1 I
A dministration < Adminis! Name: Starts with | | Columns... B administrative user, and
4 E{FE Owerview — | Search | Description: | Starts with | | Find Now -
= - " Browse..
e¢| Updates and Servicing lean Disabled accounts Stop ]0 _ I
-l Hierarchy Configuration .7 Mon expiring password
. Add...
_| Cloud Services &
_| Site Configuration H &
. . L o
A Client Settings .l
»
4 [ Security ) Cancel
2 . B L Search results: ane
£ Administrative Users 2
3 Security Rol @P Name E-Mail Address Description G
> Securi es —
- _ & E) Administrator Buitt-n account f..
6 Security Scopes _lr. %Nlcwed RODC Password Replication Group Members in this ...
ER, Accounts 2. &, fpplication Administrator
- s,ﬂpplicaﬁnn Author
m Ceriitmiz -l" Application Deployment Manager Add
2. Console Connections - _l o &Asset Manager
- . 2. al =r Admins
.gg Feedent Leujp .l %Cert Publishers Members of this
ﬁ ; @ %Cloneable Domain Cortrollers Members of this ..
i Iy LN g)f:ompan'j.I Resource Access Manager
. [ 1 Compliance Settings Manager
Monit W
.._- onftoring 2, %Denied RODC Password Replication Group Members in this ..
T Administration | | 4% DnsAdming DNS Administrat.. Lers
- Wi6\Ad %DnsUpda{erxy DMS clients wha..
g‘; Community %Domain Adming Designated admi..
Ac " %Domain Computers Al workstations .. <
= COUNEY 3 Nomain Cantrollers All demain cartr ¥ [ 2F9PEE
Ready
. . ) e _m ] Y . ”
Figure 114: Adding “Call Center Admins” to “Administrative Users
(- 7 | 3‘9 % »  Administration » Overview » Security »  Administrative Users
Administration < Administrative Users 21 items
4 E{F.’I T Search
E?’_.i’ Updates and Servicing lcon Account Name Account Display Name Security Roles
1 Hierarchy Configuration _‘}- Wi6\Administrator "Full Administratar”
| Cloud Services .l}- Wi6\AppAdmin Application Administrator  "Application Administrator”
7| Site Configuration = .‘}- Wi6\AppAuthor Application Author "Application Author™
K Client Settings .‘}- Wig\AppMan Application Deployment...  "Application Deployment Manager™
: .l}- Wig\Assethan Asset Manager "Asset Manager”
I %?é W16\Call Center Admins I "Read-only Analyst"
= .‘)- Wig\CompReshMan Company Resource Acce.. "Company Resource Access Manager”
* Security Roles 2 . . “ - - .
&P W16\CompSethan Compliance Settings Ma...  "Compliance Settings Manager
@ Security Scopes o WI16\EPMan EndPoint Protection Man... "Endpaoint Protection Manager”

Ee_, Accounts
[ Certificates

Assets and Compliance

=
ﬁ Software Library
L

| Monitoring

r Administration

IR

!g Community

L. Console Connections

W18\ Executie System Admins
W18\External Auditors

WiG\FullAdmin
Wit\ganesh
WG\ nfraMan

[l « sl

W16\Office System Admins |

W16\OpAdmin
W16\OpMan

Wi16\Office System Admins

Full Administrator
Ganesh

Infrastructure Manager

Operations Administrator

Operating System Deplo...

"Read-only Analyst"

"Read-only Analyst"

"Full Administrator”

"Remote Tocls Operator”, "Operations Administratar”
"Infrastructure Administrator”

"Read-only Analyst"

"Operations Administrator”

"Operating System Deployment Manager"

Figure 115: Creating 4 user collections in “Administrative Users”
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Il. Create Collections in MEM

In MEM, three top-level collections are created to hold the three categories of desktops:
e (Call Center Systems
e Office Systems
e Executive Systems

Define a collection membership rule so Call Center Systems collections has only call center desktops,
and so forth for the other two collections as per Figure 116.

@ * |q':i' Y » Assets and Compliance »  Overview »  Device Collections
Assets and Compliance < Device Collections 15 items
4 B Overview Search
?_: Users lcon Mame B
& Devices v All DASH Capable Systems
& User Collections &' Al DASH Capable Systems
& b Coicions & AIDASH araged ystems
3_:\ User State Migration ﬂz"‘ All DASH Managed Systems
3 Asset Intelligence ﬁ:“ All DASH Unmanaged Systems
Tl Software Metering IT.:" All DASH Unmanaged Systems
- (e All Desktop and Server Clients
e &'  All Mobile Devices
BEERCRERRE o All Provisioning Devices
_| All Corporate-owned Devices o All Systems

All Unknown Computers

ﬁ-ﬂ- Call Center Systems

E—"i Assets and Compliance i Brecutive Systems
ﬁ Software Library I~ Windows 10 DASH systems
... Manitoring

ol

Call Center Systems

r Administration

% Community

Figure 116: Creating "Device Collection” for Device Management

M. Assign security rights for the collections

Right-click on a Call Center Systems collection node, click Properties, and in the Properties window, click
the Security tab. In the Instance security, provide “Read-only Analyst” and “Remote Tools Operator”
security rights for the Call Center Admins MEM User as per Figure 117, Figure 118 and Figure 119.
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Administration

| Hierarchy Configuration
| Cloud Services
4 [ site Configuration
B3 Sites
B Servers and Site System Roles
R Client Settings

4 [ Security

3‘@ Administrative Users

< Administrative Users 21 items

Search
lcon Account Name -
a\ﬁ“ Wig\Administrator
5 Wis\ippAdmin
L7 W16\AppAuthar

= & wis\AppMan
a\ﬁ“ Wig\AssethMan

(— bl |a‘p % »  Administration » Overview » Security »  Administrative Users

Account Display Name

Application Administrator
Application Author
Application Deployment...
Asset Manager

Security Roles

"Full Administrator”

"Application Administrator”
"Application Author®

"Application Deployment Manager®
"Asset Manager”

W16\Call Center Admins

“Read-only Analyst", "Remote Tools Operator” I

Figure 117: Adding Roles to Call Center Admins

4 | | Site Configuration
3 Sites
B Servers and Site System Roles
K Client Settings
4 Ll Security
3@ Administrative Usars
a« Security Roles
@ Security Scopes
E, Accounts
5l Certificates

3_, Caonsole Connections
‘?i-" Assets and Compliance
ﬁ Software Library
-. Monitoring
r Administration

§ Community

“.\}“ Wig\Administrater
e W16\AppAdmin
s wWig\ippAuthor

= %% Wis\ippMan
“.\1’“ W1g\AssethMan
0] W16\Call Center Admin:
“'\,’“ Wig\CompResMan
L 2 wis\CompSetMan
i WIB\EPMan

2] W1g\Executie System Admins
# ‘WighExternal Auditors

T & WiBFullAdmin
“.\1" Wig\ganesh
o WiB\nfraMan

# W16\Office System Admins
5 W16\0pAdmin
e W16\0phan

Wig\Call Center Admins

collections

Security scopes and collections:

Assign security scopes to limit the instances of objects that this administrative user can

() Allinstances of the objects that are related to the assianed security roles

? T =
C 7% Delate l—l 143 W1g\Call Center Admins Properties
Add User Saved Properties
or Grou Searches + N
r .. i X General  Security Roles  Security Scop
Create Search Administrative User | Properties
6 = ‘ iﬂ Y »  Administration » Overview » Security »  Administrative Users manage.
| Administration < Administrative Users 21 items Assigned security scopes and collections:
_| Hierarchy Configuration Search
— EEE e —_ lcon Account Name

® Only the instances of objects that are assigned to the specified security scopes and

Name:

Al

All Systems

All Users and User Groups

Type

Securty Scope
Collection
Collection

() Associate assigned security roles with speciic secu

T

Security Scope
Collection 7

Security Role

Securty Scopes

T
All Security Scopes

All Collections

0K Cancel

Apply

Figure 118: Assigning Call Center Device Collection to Call Center

Administrator Users

Similarly, provide “Read-only Analyst” and “Remote Tools Operator” security rights to:
e Office System Admins on the collections Office Systems and Call Center Systems.
e Executive Admins on the collections Executive Systems, Office Systems, and Call Center Systems.
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Select Collections >
Device Collections ~ |Fi|-[e|—.__
[w] ] Root Name Member Count

] & Al DASH Capable Systems

(] & Al DASH Capable Systems

] & a1 DASH Managed Systems
[ Al DASH Managed Systems
(] a1 DASH Unmanaged Systems
(] a1 DASH Unmanaged Systems
Ol A Deskiop and Server Clients
] € Al Mabile Devices

[ Al Provisioning Devices

(1 & Al Unknown Computers

L dCall Certer Systems 1]
] & Executive Systems

[ & Office Systems

[ & Windows 10 DASH systems

[ T I T — R

—

[ —

Figure 119: Choose the Call Center Systems from Device Collections

Apart from the assigned users, ensure none of the other MEM users have "Read-only Analyst” and
"Remote Tools Operator” on these collections.

Provide only Read Resource security right to MEM user External Auditors on all three collections. This
will ensure the external auditor can perform inventory queries on all systems but cannot change or
modify the system or state.

When IT Admins open the MEM Administrator Console, they will have access only to those desktops for
which they are authorized.

V. Assign security rights for the DASH settings

Navigate to \Administration\Overview\Security\Administrative Users. Right-click on
Site Server and click Properties. In the Properties window, click the Security tab. In the Instance security,
provide

1. Modify right to Executive System Admins.

2. Read right to Call Center Admins and Office System Admins.

3. For the External Auditors user, do not provide any security right.

The external auditor can use the DASH Explorer utility of the AMPS to view hardware inventory
information on any client in the MEM Administrator Console.
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V.

Summary of assigned security rights

Check Figure 120 and Table 3 for a summary of how Security roles are assigned to Administrative users
so that operations can be performed on the selected device collection.

Table 3: Admin, access and security rights mapping

IT Admin Group

Collection Access

Security Rights

Executive System

Executive Systems, Office Systems,

Read Resource and Use Remote

Admins and Call Center Systems Tools
Office System Office Systems and Call Center Read Resource and Use Remote
Admins Systems Tools

Call Center Admins

Call Center Systems

Tools

Read Resource and Use Remote

External Auditor

Executive Systems, Office Systems,
and Call Center Systems

Read Resource

Search

Administrative Users 21 items

Search Add Criteria

Icon Account Name Security Roles Collections
3 Wig\Administrator "Full Administrator” “All Systems”, "All Users and User Groups™
3 Wig\AppAdmin "Apglication Administrator” “All Systemns”, "All Users and User Groups™
aj" Wig\AppAuthor "Apglication Author” “All Systems™, "All Users and User Groups™
a}“ Wig\AppMan "Application Deployment Manager” "All Systerns®, "All Users and User Groups®
a.}“ Wig\Assethlan "Asset Manager” "All Systems”, "All Users and User Groups”
1' 1 W16\Call Center Admins rRﬁj-cr‘\l Anal‘i'st" ﬁemots Tools Operatar” “All Sgtsms‘ "All Users and User Groups® "Call Center Systerns”
3‘;.. Wig\CompReshan "Cempany Resource Access Manager” "All Systerns”, "All Users and User Groups™
3 Wie\CompSetMan "Cormpliance Settings Manager™ “All Systems”, "All Users and User Groups™
3}\- W16\EPM3H "EndEcint Protection Manager" “All Systems”, "All Users and User Gm%'
B ‘W16\Executie System Admins  "Read-only Analyst", "Remote Toals Cperator” "All Systerns™, "All Users and User Groups®, "Call Center Systems”, "Office Systems", "Executive Systems”
5 ‘W1E\External Auditors "Read-only Analyst" "All Systerns”, "All Users and User Groups®, "Call Center Systems®, "Office Systems", "Executive Systems”
a‘i" WI1B\FullAdmin "Full Administratar” "All Systerns”, "All Users and User Groups™
3‘;‘. Wig\ganesh "Remote Tools Operator”, "Operations Administrator”  "All Systems”, "All Users and User Groups™
3 ‘Wig\InfraMan "Infrastructure Administrator” “All Systerns”, "All Users and User Groups™
I 82 WS\ Office System Admins "Rﬂ-onlv Anal\i'st" “Remote Tools Oneraor" “All Systems”, "All Users and User Groues' "Call Center Svstem_s'. "Office Systems"
aj" WIE\OpAdmin "Operations Administrator” “All Systems™, "All Users and User Groups™

Figure 120: Summary of 4 Accounts and Collection mapping and security Roles assigned

Note: After making the necessary settings, ensure Admins not authorized for a collection do not have
access; for example, ensure Call Center Admins don’t have access to Executive Systems. In case the Call
Center Admins have access to the Executive Systems collection, then the settings must be reviewed and
implemented again.

4.4 Error Messages

e When user is not authorized to perform DASH tasks on collection:
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E Power Control on collection "All DASH Managed Systems’ >

Power Control on collection

Name : All DASH Managed Systems
Power state to apply : Power On
On

Initiate the transition of the system to

full on state (corresponding ACPI state
GO/sa).

Schedule time : Immediate

User is not authornzed to perform DASH tasks on collection.

Help Schedule Apphy Close

Figure 121: Collection Error
e When user is not authorized to perform DASH tasks:
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] Power Control On Device 'M715QV1" X

Power Control On Device

Name of the System : M715QV1
Current power state - On
Power state to apply : Sleep

Sleep -Deep

Initiate the transition of the system to
standby or sleep state (corresponding
ACPI state G1/53).

User is not authorized to perform DASH tasks.

Help Apply Close

Figure 122: Device Error
e When user is not authorized to perform DASH Configuration:
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[l DASH Configuration >

Authentication Schemes

Auth ldentifier Scheme Username Password Confirm Password
Realtek Digest ~ | Admimistratper MY
2 | Broadcom Digest ~ | Administrater TR~
3 Mot Used: -
Management Port and Transport Alerts
HTTP 623
Event Port: 8080
HTTPS 664

Configuration Manager Settings

DASH Wakeup - Use DASH to wakeup a collection of devices during power management and package
deployment

DASH Auto Discover - Enable autormatic DASH discovery of newly found devices by site server

TLS certificate for HTTPS

Trust self signed cerificate

Any self-signed TLS cerificate, installed on DASH system will be trusted. Ensure the DASH systemns are
configured with a TLS server certificate.

User is not authorized to perform DASH administrative tasks.

About Help Save Close

Figure 123: DASH Configuration Error

Note : Active directory domain controller must be accessible for the Configuration Manager console
user for checking authorization information. If the domain controller is down, user will be reported as
unauthorized.
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Chapter 5 DASH Scheduled Tasks

The DASH Tasks Scheduler provides the ability to schedule the initiation of DASH tasks at pre-defined
times or after specified time intervals.

5.1 Schedule DASH Tasks

The user can schedule the following tasks:

Discovery on collection task.
Power on collection task.
Firmware upgrade on collection task.

The Schedule button is provided on supported screens. When a user clicks Schedule, the DASH Task
Scheduler screen is launched, as shown in Figure 124.

To schedule a new DASH task, perform the following steps:

1.
2.
3.

Click the Schedule button. (See sections 3.1.1, 3.2.1 and 3.10.1)
Select the “Start Date” and “Time” to run the scheduled task.

Select a "Recurrence Pattern” for the DASH task.
Tasks can be scheduled to run periodically (one time, weekly, monthly, or custom).

If the recurrence pattern is other than “One Time", specify the expiry date of the task in the
“End Date" field.

For Monthly and Weekly Recurrence patterns, set the “Recur Every” field to define the interval
between each cycle.
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@ Schedule on collection 'All Systems’ >

Schedule on collection

Collection Name: All Systems

Start Date: |23-10-2020 ~| Time: |0818PM -

Recurrence Pattern: Mo recurrence.

® One Time
O Weekly
(O Monthly

() Custom Interval

Help QK Cancel

Figure 124: DASH Task Scheduler
5.1.1 Recurrence Patterns

The DASH task Sheduler supports the following four recurrence patterns:
5111 One time Recurrence Pattern

You can schedule the DASH tasks to run only once.
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@ Schedule on collection 'All Systems’ >

Schedule on collection

Collection Name: All Systems

Start Date: |23-10-2020 ~| Time: |0818PM -

Recurrence Pattern: Mo recurrence.

® One Time
O Weekly
(O Monthly

() Custom Interval

Help QK Cancel

Figure 125: DASH Task Scheduler One Time
5.1.1.2 Weekly Recurrence Pattern

You can schedule the DASH tasks to run every week on a particular weekday or on a set of weekdays.
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@ Schedule on collection 'All Systems’

Schedule on collection

Collection Name: All Systems
Start Date: |23-10-2020 -~ | Time: [0818PM =
Recurrence Pattern: Recur every]1 = week
O One Time [] Sunday L] Thursday
® Weekly ] Monday Friday

[] Tuesda [] Saturda
(O Monthly Y Y

[] Wednesday
() Custom Interval

End Date: [23-10-2020 |

Help QK Cancel

Figure 126: DASH Task Scheduler Weekly

5.1.1.3  Monthly Recurrence Pattern

You can schedule the DASH tasks to run every month in one of the following patterns:

e On a particular date
e On the last day of the month
e Ona nt" day of the week
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@ Schedule on collection 'All Systems’

Schedule on collection

Collection Name: All Systems
Start Date: [23-10-2020 ~| Time:
Recurrence Pattern: Recur every]1 = manth
O One Time @ Day 1 -
O Weekly (O The last day of the month
® Monthly (O The | First Sunday

() Custom Interval

End Date: |23_1 0-2020 ~

Help QK Cancel

Figure 127: DASH Task Scheduler Monthly

5114 Custom Recurrence Pattern

You can also set custom recurrence patterns. The following patterns are supported:
e Every n'" Hour

e Every nt" Day
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@ Schedule on collection 'All Systems’ >

Schedule on collection

Collection Name: All Systems
Start Date: |[23-10-2020 ~| Time: [08:18PM =
Recurrence Pattern: Recur every:
O One Time
1 &5
O Weekly
() Monthly
(® Custom Interval
End Date: [23-10-2020 |

Help QK Cancel

Figure 128: DASH Task Scheduler Custom

5.2 DASH Scheduled Tasks

The DASH Scheduled Tasks console enables you to view all the scheduled DASH tasks in the
Administration tab of MEM.

It also allows you to to enable/disable or delete the scheduled DASH task.
To view the scheduled DASH tasks, perform the following steps:

1. Expand the Administration node.

2. Click Overview, expand the DASH Management node and click DASH Scheduled Tasks.
In the right pane, all the servers are listed.

3. Right-click the server whose properties you wish to monitor.
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o

2 |m E
Saved Properties
Searches =
Search DASH Scheduled Tasks
(- b |@ Y »  Administration »  Overview » DASH Managemsnt »  DASH Scheduled Tasks

Administration

< DASH Scheduled Tasks 1 items

4 R 5 p :
HEfi Overview leon Server Mame State Version

| Updates and Servicing & W16-PR1W16amdcom 3 Site Active 5.00.8968.1000

_| Hierarchy Configuration
_| Cloud Services
| Site Configuration
R Client Settings
| Security

BLi

| Migration
= n DASH Management
rn] DASH Configuration

[ 3

= Dhstribution Points

7 Distribution Point Groups

m

P-"; Assets and Compliance

]ﬁ Software Library

... Menitoring

T. Administration L

g Community

Figure 129: DASH Scheduled Tasks Node

4. Select Properties to view the properties of the scheduled DASH Tasks. The following attributes
of scheduled tasks are displayed:

Collection Name, which shows the collection name which a task is scheduled for.
Task Name, which specifies the DASH task.

Description, which describes the task start time, end time, and recurrence pattern.
Next Run time, which shows the next run time of the tasks.

Status, which shows the current status.
The status can be enabled, disabled and expired. The status is set to expired only when

the end date has elapsed.

5. Task Operations:

You can change the status from enable to disable or viceversa by sliding the enable slider.
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e You can delete a particular task by clicking the Delete option next to that task.

@ DASH Schedule Tasks m

Mo | Collection Mame | Task | Description | Mext Runtime | Status | Enable | Delete
1 All Systems FWULIP.., | 'Firmware upgrade’ occurs ever.,, | 2/5/2016 4:00:.,. |Enabled L@ =
2 All Systerns POWER 'Fower On' occurs every 1 Hour.. 2/5/2016 4:.00:.. Enabled L@ @
3 All Systerns POWER 'Fower On' occurs every 1 Hour.. 2/5/2016 4:20:.. Enabled L@ @
4 All Systerns POWER 'Fower On' occurs every 1 Hour.. 2/5/2016 4:40:... Enabled L Q@
5 All Systerns FWUP... ‘Firmware upgrade' occurs ever..  2/5/2016 4:40:... Enabled L d @
b All Systerns FWUP... ‘Firmware upgrade' occurs ever..  2/5/2016 4:20:.. Enabled L d @

e |

Figure 130: DASH Scheduled Tasks

e You can view the DASH Scheduled Tasks Details by double clicking a particular scheduled
task. A window with the details of the scheduled task is displayed :
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DASH Scheduled Task Details by
DASH Schedule Task Details
Serial Mo: 1 Task Mame: Power
Collection Name: All Systems Status: Expired
Mext Runtime: -
Description:
|'F"c|-wer On' occurs one time at 2018-05-18 0210 PM
Help Close
Figure 131: DASH Scheduled Task Details
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Chapter 6 Creating User Action Report for
AMPS

DASH User Action Report helps user to accumulate and organize all DASH activities along with details
of user. This report is enabled with AMPS.

6.1 Prerequisites

1) Install SQL Server Reporting Service
2) Microsoft Report Builder
3) Site server needs to have "Reporting services point” role as shown in Figure 132

> Add Site System Roles Wizard X
gg System Role Selection
FEEE Specify roles for this server
Proxy
Reporting services point Available roles:
Summary [] Asset Intelligence synchronization point

Progress [] Cettificate registration point

[] Cloud management gateway connection point
[[] Data Warehouse service point

[J Endpeint Protection point

[] Enroliment point

[ Enreliment prosy point

[] Fallback status point

[] Software update point
[] State migration point

Completion

Description:

A reporting services point integrates with SQL Server Reporting Services to create and manage reports for Corfiguration
Manager.

< Previous MNext = Cancel

Figure 132: Reporting services point role
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In our examples we have used the following:
1) MEM System: w16-pr1
2) Site code: wp1

| am using a CAS-Primary setup where the Domain controller is installed on the CAS system. | am using
the Primary system for DASH Reporting.

6.2 Opening SSRS from MEM

Navigate to \Monitoring\Overview\Reporting and click on 'Report Manager' Link (http.//w16-
pri/Reports) as in Figure 133.

(- - J % » Menitoring » OCwerview » Reporting »
Monitoring o
E | C‘verview . Report"ng

< Navigation Index

=) Subscriptions Reports: View and manage reports, create report subscriptions, and configure report Subscriptions: View and manage report subscriptions.

@, Power Bl Reports aptions.
Power Bl Reports: View and manage reports, create report subscriptions, and configure

B Site Hierarchy
report options.

4 | | System Status
Eo Site Status
g Component Status

.

Links

Lix Conflicting Records
{7 Status Message Queries -
Use the following links to connect directly to SQL Reporting Services:

~’\' Assets and Compliance
Report Manager Report Server

‘ﬂ Software Library
http://w16-pr1/Reports (Default) http://w16-pr1/ReportServer (Default)
. Monitoring

J]r Administration

}; Community

Figure 133: Opening Report Manager Link

This opens SQL Server Reporting Services (SSRS) page in the browser as in Figure 134.

Home - SQL Server 2019 Report X 4
< C 1Y A Notsecure | wi6-pr1/Reports/browse/

fé? \L ? Administrator

[l SQL Server Reporting Services

% Favorites | [] Browse —+ New v T Upload [ Manage folder ~ B Tiles ¥ Search 0o

ﬂ] Home

Home

FOLDERS (1)

CanfigMgr_WP1

Figure 134: SQL Server Reporting Services

The home page of SSRS should have a folder ConfigMgr_<SiteCode> (for us this is ConfigMgr_WP1).
Click on the folder and then click on "New" followed by “Folder” from the Menu as shown in Figure 135.
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Home - SQL Server 2019 Reporti X ConfighMgr_WP1 - SQL Server 20 X +

&« C Y A Notsecure | wib-pri/Reports/browse/ConfigMgr_WP1

[l SQL Server Reporting Services

Y Favorites [1 Browse 7 Upload
; Folder
ﬂ] ConfigMgr_WP1
Home > Confighigr_WP1 Paginated Report
Dataset

FOLDERS (&61)
Data Source

B Administrative Security B Alerts B Asset Intelligence U BitLocker Man

Figure 135: Adding nem;.folder to SSRS

Enter the name “DASH Reports” as shown in Figure 136 and click on “Create” button.

Create a new folder in ConfigMgr_WP1 X

Name

DASH Reports

Figure 136: New Folder prompt with Name field
In MEM navigate to \Monitoring\Overview\Reporting\Reports

Right click on "Reports” and then click on “Create Report” as shown in Figure 137.
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6 * | & % * Monitoring
Menitoring
b [ Alerts
~ Queries

4 [] Reporting 7
¥ | &1 Reports 3
=] Subscriptions
@, Power Bl Reports
i Site Hierarchy
4[] System Status
% Site Status
L_é' Component Status
Lx Conflicting Records
{i Status Message Queries

= Deplovments

#_T Assets and Compliance
‘l‘ﬁl Software Library

- Monitoring 1

T. Administration

5_; Community

]

Chverview

Reporting » Reports »

< Reports 472 items

Search

lcon

MName

Administration activity log

[ £

Create Report 4

irs security assignments

Report Options

Wost Often

All active content distnbutions

All apphcation deployments (advanced)

All apphication deployments (basic)

All audit messages for a specific user

All callections

All computers targetad for Wake On LAN activity
All content

All content on a specific distribution point

All carporate-owned mobile devices

All deployments for a specified package and program
All distribution points

All drivers

All drivers for a specific platform

All drivers in a specific boot image

All drivers in a specific category

Figure 137: Create Report option

For name enter “DASH User Action Reports”. Click on the Browse button and Select the folder “DASH
Reports” from “Report Path” window as shown in Figure 138.
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Subscription

75 Delete u

Properties
oup Properties
ig » Reports »
Summary
Progress
Completion
activity log

g;g Information
1 (

Information

Specify the name and location for the report

Forthe SQL-based report, provide a name and description, if needed.

Type

q

Select the folder where the new report should be created using the list below:

q
Report Path

[ Asset Inteligence

[J BitLocker Management

[J Client Push

[J Cliert Status

[ Company Resource Access
[ Compliance and Settings Management
7

[ Device Managemert

3 Driver Management

[ Endpoint Protection

[J Hardware - CD-ROM

[J Hardware - Disk

[ Hardware - General
| W P Mermmen

Information

Name:

Description:

lac Far a3 cmari#ier mradn-+

TAthuara - Bilar

SQL-based Report

Create a traditional report which is based directly off the database using straight SQL statements
and stored procedures.

DASH User Action Reports

[W16-PR1.W16.amd.com

|o | Browse..

Mext =

FITOC AT TR T

Figure 138: Adding Report Name and Path

Cancel

Then click on “Next” button till you get the screen that says “the Create Reports Wizard completed
successfully” as shown in Figure 139.
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i) Create Report Wizard

gﬂ Completion

Infarmation
S - )
S "O" The Create Report Wizard completed successfully
Progress =

Report Information:

Name:

» DASH User Action Report
Path:

» [ConfigMgr_WP1/DASH Reporis
Server:

« W1E-PR1.W16.amd.com
Type:
+ S0L baszed report

] Success: Report Created Successfully [DASH User Action Report]

To exit the wizard, click Close.

Close

Figure 139: Create Reports Wizard completed successfully

Once you exit the wizard by clicking close, it popus up “Microsoft Report Builder” utility as shown in
Figure 140.
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DASH User Action Reports - Microsoft Report Builder

Insert

Merge

1 Split
| =g B[r|u A- A E-| B $|%] s _

|2 Align -
Views Clipboard Font Paragraph Border Number Layout

Report Data
MNew
Built-in Fields
= Parameters
@ UserTokenSIDs
5 UsersIDs
Images
Data Sources
= Bl Datasets
= [ DataSetAdminiD
[==] usersIDs

CINLK L gu U uatg

_&\ Chart Map

™

Table or Matrix

To add anitem to the pagefooter: add an item to the report and then drag it here.

Column Groups

Eli‘ Current report server http://w16-pr1/ReportServer Disconnect B o0y =—-——————

Figure 140: Microsoft Report Builder utility

6.3 Delete Default Datasets and Properties

Expand “Parameters” and “Datasets” from the “Report Data” window.

Right click on the default Datasets and click on “Delete” to delete the dataset as shown in Figure 141.

Data Sources

= Datasets

= EH| DataSetAdminiD
=] UsersiDs

Add Calculated Field...

5 Query..
¥ Delete

Dataset Properties

Figure 141: Deleting Datasets

Similarly, delete the default Parameters.
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6.4 Adding new Datasets

6.4.1 DASHUserActionLogs

Right click on Datasets and click on “Add Dataset” as shown in Figure 142.

Report Data
Mew

BEuilt-in Fields
Parameters

Images
Data Sources
- Datasets

[ T T T T T A T B |

Add Dataset...

Set the following values to the dataset:

Figure 142: Adding Datasets

Name

DASHUserActionLogs

Use a dataset embedded in my report

Data Source

Choose the default entry from dropdown

Query Type

Text

Query

SELECT

ComputerNameO],
Creation Date0],
EventDetailsO],
RecordIDO0],

Severity0
SiteCodel

I4

[
(
(
( ]
( ]
[ I
[Username0]

FROM

WHERE
(
(@Severity = 0)
OR (
@Severity = 1
AND Severity0
)
OR (
@Severity = 2

AND Severity0O =

[CM WP1].[dbo].[v_R DASHUserActionLogs 2 0 0]

'Informational'

'Warning'

Advanced Micro Devices 1

Page | 163



[Public]

OR (
@Severity = 3
AND Severity0 = 'Error'

)
AND Username(O = @Login
AND (
(@DateRange = 0)
OR (
@DateRange = 1
AND Creation_DateO >= DATEADD (
dd,
DATEDIFF (
dd,
0,
GETDATE ()
),
0

)
OR (
@DateRange = 2
AND Creation_DateO >= DATEADD (
dd,
DATEDIFF (
dd,
0,
GETDATE ()
) -30,
0

)
OR (
@DateRange = 3
AND Creation DateO >= DATEADD (
dd,
DATEDIFF (
dd,
0,
GETDATE ()
) =90,
0

OR (
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@DateRange = 4
AND Creation Date(O >= DATEADD (
dd,
DATEDIFF (
dd,
0,
GETDATE ()
) -365,

After filling the values, click OK as shown in Figure 143.
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Dataset Properties x
ey
Choose a data source and create a query.
Fields
Options Mame:
Filters | DASHUserActionLogs
Parameters () Use a shared dataset,

@ Use a dataset embedded in my report.

Data source:

AutoGen__5C6358F2_4BB6_4alb_A16E_8D967950860 Mew...

Query type:
@ Text Table D Stored Procedure

Query:

SELECT AR
[ComputerMamed],
[Creation_Dated],
[EventDetails,
[RecordI D),
[Severityl],
[SiteCoded],
[Usernamed]
FROM
[CW_WP1].[dbo].[v_R_DaSHUserActionLogs_2 0 0]
WHERE
[
[ESeverity = 0)
R

[ W

o e -

Query Designer... Import... Befresh Fields

Time out {in seconds):

o -

-

Figure 143: Setting values to DASH User Action Logs

Note: in the From clause, replace [CM_WP1] with your specific sitecode [CM_<site Code>]
On clicking OK, the Datasets and Parameters are updated as in Figure 144.
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6.4.2 Users

View

%

Run Paste B | 7|U L | A ==

Views Clipboard

Report Data N

Mew

Built-in Fields
= Parameters
@ Severity

@ Login
@ DateRange
Images

Data Sources
= Datasets
= [ DASHUserActionLogs
[=] ComputerMamed

V2 0 o Lo o o

To ad

Figure 144: Updated Datasets and Parameters

Similarly, create users Dataset with the following values:

Name

Users

Use a dataset embedded in our report

Data Source

Choose an default entry from dropdown

Type Query text
Query SELECT
DISTINCT [LogonName]
FROM

[CM WP1]. [dbo].[v_Admins]

Note: in the From clause, replace [CM_WP1] with your specific sitecode [CM_<site Code>]

After filling the values click on OK as shown in Figure 145.
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Dataset Properties x
ey
Choose a data source and create a query.
Fields
Options Mame:
Filters |U5'Ers
Parameters () Use a shared dataset,

@ Use a dataset embedded in my report.

Data source:

AutoGen__5C6358F2_4BB6_4alb_A16E_8D967950860 Mew...

Cuery type:
@ Text Table D Stored Procedure

Query:

SELECT &
DISTINCT[LogonMame]

FROM
[CM_WP1].[dba].v_Admins]

Query Designer... Import... Befresh Fields

Time out {in seconds):

0 -

-

Figure 145: Creating Users dataset
6.5 Setting Parameter Properties

The default values set for the three parameters can be customized to our needs.
6.5.1 Login

Right click on the Login Parameter and click on “Parameter Properties” as shown in Figure 146.
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Built-in Fields
= Parameters
@ Severity

X Delete
& DateR

Images Parameter Properties

Data Sources
= Datasets
= =] DASHUserActionLogs

=] ComputerMamed
[==] Creation_Dated
(=] EventDetails0
[=] RecordIDo
=] Severityd
[==] siteCodeD
[=] Usernamed

= D sers
=] LogonMame

Figure 146: Editing Parameter Prc;perties

Change the "Prompt” value to "Users”. Then click on “Available Values” as shown in Figure 147.
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Report Parameter Properties

General

Available ‘u"alues

Default®alues

Advanced

Change name, data type, and other options.

Mame:

|Lngir1

Prompt: | 1

|Users|

Data type:

Text A

] Allow blank value [
|:| Allow null value
|:| Allow multiple values

Select parameter visibility:
(®) Visible
() Hidden
l:::l Internal

Help

Figure 147: Editing Available Values

Click on “Get values from a query”. From Datasets dropdown choose the “Users” dataset we created.
Then in “Value field” and “Label field” choose “LogonName” and click OK as shown in Figure 148.
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General

Available Walues

Default®alues

Advanced

Help

Report Parameter Properties

Choose the available values for this parameter.

Select from one of the following options:

O MHone

() specify values
@ Getvalues from a query

Dataset: (Warning: Possible performance impact)

Users
Value field:
LogonMame

Label field:

LogonMame

Cancel

Figure 148: Setting Available Values to Login Parameter

6.5.2 Severity

As done for Login, right click on the "Severity” property and click on “Parameter Properties”. Then click

on "Available Values”

Here Select the “Specify Values” option and add the following entries by clicking on “Add” button for

each value.
Label Value
<All Values> 0
Informational 1
Warning 2
Error 3

Then click on OK as shown in Figure 149.
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Report Parameter Properties >
General B ;
Choose the available values for this parameter.

Available Walues

Defaultivalues celect from one of the following options:

Advanced O MHone
(@ specify values
O Getvalues from a query
Add | | Delete | @ 3
Label Value
|<AII Values= | o |'I} v| o
|Infnrmatinna| | I |‘I v| I
|Warning | & |2 v| &
|Errc|r | & |3| v| &

Figure 149: Setting Available Properties to Severity parameter
6.5.3 DateRange

As done for Login and Severity, right click on the "DateRange” property and click on “"Parameter

Properties”.

Then click on “Available Values”.

Here Select the “Specify Values” option and add the following entries by clicking on “Add” button for

each value.

Label Value
<All Values> 0
During Today 1
During Last 30

Days 2
During Last 90

Days 3
During Last 365

Days 4
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Then click on OK as shown in Figure 150.

Report Parameter Properties >

General B ;
Choose the available values for this parameter.
Available Walues
Defaultiialues Select from one of the following options:

Idvanced (O Mone
@ Specify values
O Getvalues from a query

Add Delete '} 3

Label Value

| <Al Values> FNL v| [
|puring Today F3RE V| &
|During Last 30 Days | Fa |2 v| Fa
|During Last 90 Days | fe |3 v| fe
|During Last 365 Days | fe |4| v| fe

Figure 150: Setting Available Values to Date Range parameter

6.6 Arranging the Values in the report

Click on the “Table or Matrix” button from the center pane as shown in Figure 151.
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DASH User Action Reports - Microsoft Report Builder

= Merge
ul
i»)
(») | split
Run Paste B I|U A Ala = - § (%] 9 .
|2 Align ~
Views Clipboard Paragraph Layout

R e e

Report Data

MNew  Edit...

Built-in Fields
= Parameters
B Severity
EZ Login

# DateRange
Images

IR U dUU udLs

f\ Chart Map

Data Sources
= Datasets

= 5] DASHUserActionLogs
ComputerMamel
Creation_Date0
EventDetails0
RecordIDO
=] severityd
SiteCoded

=] Usernamed

= EI Users
=] LogonMame

W

Table or Matrix

To add anitemto the pagefooter: add anitem to the report and then drag it here.

Figure 151: Table or Matrix option in Report Builder

Select “DASHUserActionLogs” dataset as shown in Figure 152.
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Mew Table or Matrix X

Choose a dataset

Choose a dataset

@ Chaoose an existing dataset in this report or a shared dataset

DASHUserActionLogs
[inthis Report] ComputerMamed, Creation_Dated, EventDetailsd, RecordIDO, Severityd, SiteCoded, Usernamed

Uszers
[in this Report] LogonMame

Browse...

() Create a dataset

Figure 152: Choosing the DASH User Action Logs Dataset

Then drag and drop the fields from "Available fields” to “Row groups” in the order:
1) Creation_Date0
2) UsernameO
3) Severity0
4) EventDetailsO
5) SiteCode0
6) ComputerNameO
7) RecordIDO

Also drag the field "ComputerName0” to "Values” field as shown in Figure 153.
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Mew Table or Matrix X

Arrange fields

Arrange fields to group data in rows, columns, or both, and choose values to display. Data expands across the page in column groups and down
the page in row groups. Use functions such as Sum, Avg, and Count on the fields in the Values box.

Available fields EH Column groups
ComputerMame0d
Creation_Datel
EventDetails0
Recard|D
Severity0
SiteCoded
Usernamed

E= Row groups = Values

Help < Back Mext = Cancel

Figure 153: Setting Row Groups and Values

From the dropdown of “ComputerName0” choose “Count” and then click on the “Next” button as shown
in Figure 154.
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Z Values

Computerdameld

Sum

Avg

Max

Min

Count
CountDistinct
StDev

StDevP

Var

VarP

< Back HNext »

First
Last

™ 100% Previous

Aggregate

Figure 154: Choosing count property to Computer Name Value

De-select the “Show subtotals and grand totals” checkbox and then click on “Next". Preview the report
and click on “Finish” button as shown in Figure 155.
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Mew Table or Matrix X

Choose the layout

If you choose to show subtotals and grand totals, you can place them above or below the group, Stepped reports show hierarchical structure

with indented groups inthe same column,
Options: Preview

I |:| Show subtotals and grand totalsl

Creation Dat: U sernamel Severtyl :Event Detail | Site Codel : ComputerN : Record ID0: Comp

Blocked, subtotal below Creation_Datel[Usernamel] [Severityl]  |[EventDetaik0] [SiteCodel]  {[ComputerNamii[RecardiDl]  j[Countl

Blocked, subtotal above

Stepped, subtotal above

Expand/collapse groups

Help < Back Mext = Cancel

Figure 155: De-selecting “Show subtotals and grand totals” option

6.7 Renaming the reports headings

Rename the headings in the Center pane of Microsoft Report Builder as shown in Figure 156 to the
following:

e [Creation_DateQ] - > Date Time (UTC)

e [Username0] -> Modified By

e [SeverityQ] - > Severity

e [EventDetailsO] -> Event Details

e [SiteCodeQ] -> Site Code

e [ComputerNameQ] -> Resource Name

e [RecordIDO0] -> Record Id.

e [Count(ComputerName0)] -> Resource Count

Date Time (UTC) :Modified By . Severity Event Details Site Code : Resource Nam Record ID | Resource Count
Z [Creation_Date0] [Usermamel] [Severity0] [EventDetails0] [SiteCode0] [ComputerMame0] [RecordID0] :[Count(ComputerMame()]

Figure 156: Renaming the headers in the report
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Click on “File” menu options and click on “Save” as shown in Figure 157.

Insert View

Recent Documents
) e
DASH User Action Reports
DASH User Action Report
Open
Administration activity log
Find Last Reboot Time
E Save
* Save Az
]

Publish Report Parts

(1
~
7 Check For Updates

23 Options 3 Exit Report Builder

Figure 157: Save menu option in File menu

6.8 Running report in MEM

In MEM navigate to \Monitoring\Overview\Reporting\Reports\DASH Reports
Right click on the "DASH User Action Reports” report and click on Run as shown in Figure 158.

Advanced Micro Devices Page 179



[Public]

é * [[] % » Monitoring » Overview » Reporting » Reports » DASH Reports
Monitoring < DASH Reports 1 items
~ Queries Search
4 [ Reporting leon Name Category
) Repcrl:. sl DASH User Action Reparts DASH Reports
~| Administrative Security @ Run E
3 Alerts EJ Runin Browser
~| Asset Intelligence -/ Edit
. o -
_| BitLocker Management E=| Create Subscription
. e =
7| Client Push \# Refresh F
S Glient Statls 7% Delete Delete
| Company Resource Access B Properties

“| Compliance and Settings Mana
“| DASH Reports

“| Device Management

’h".; Assets and Compliance

{50 Software Library
Bl Monitoring
[Z], Administration
25 community

Figure 158: Running the report in MEM

This prompts the window “DASH User Action Reports” as shown in Figure 159, where we need to choose
3 values:

Severity, Users and Data Range as designed in Microsoft Report Builder.
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[ DASH User Action Rep

— O >
} To view the report, provide values for the parameters below, then click View Repaort.
Repart Category
DASH Reports
Repart Name
DASH User Action Reports
Report Description
2
Severity: | |0 Values. .. S
Users: | |Q Values...
Date Range: | |Q Values...
< Back Wt
of ] Gm - | [100% | Find | Next
Figure 159: DASH User Action Report window
To choose the values click on the “Values...” link and select the values from the window popup.
1) Choose Severity as shown in Figure 160
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Pararmeter Value *

Select a value to use for this parameter when running the report.

Filter

Severty

<Al Values=

Irformational
Waming
Emar

e ==

Figure 160: Choosing Severity

2) Choose Users as shown in Figure 161
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Parameter Yalue

Select a value to use for this parameter when running the report.

| Filter

|sers

W16 \Administrator

W16 App Admin
W16 \App Authar
Wie\AppMan

W16\ szetMan

W16NCall Center Admins
W16\CompResMan

W16 \Caomp SetMan
W16\EPMan

W1E\Executie System Admins
W1e\Extemal Auditors
WG Full Admin

W1G\ganesh

W1GNnfraMan

W16 \Office System Admins
WI16\OpAdmin

£ >

~

21 tems found Cancel

Figure 161: Choosing Users

3) Choose Date Range as shown in Figure 162
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Pararmeter Value *

Select a value to use for this parameter when running the report.

Filter

Date Range

<All Values:

During Today

During Last 30 Days
During Last 30 Days
During Last 365 Days

e ==

Figure 162: Choosing Date Range

Then click on "View Report” and expand the values in the report as shown in Figure 163.
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5] DASH User Action Reports - [m] X
} To view the repart, provide values for the parameters below, then click View Report.
Report Category
DASH Reports
Report Name
DASH User Action Reports
Report Description
]
Severty: [<All Values> | Values View Repor
Users: [ W18 Adriristrator | Values..
Date Range |(A||Va||_|§g> | Values...
< Back "
1 of 1 @ & E M- | 0% - Find | Next
~
Date Time (UTC) Meodified By  Severity Event Details Site Code Resource Name RecordID  Rescurce Count
B 9/22/2020 §:47-42 @ W16\Admini B Informationa B User [W16\Administrator] modified DASH = WP1 = W16- 1 1
AM strator | settings for the site server [W16- PR1.W16.amd.
PR1.W16.amd.com]. com
B 9/22/2020 8:54:57 B W16\Admini B Infarmationa B User [W16\WAdministrator] initiated = WP = M715GV1 2 1
AM strator | Discover task on the device [M715QWV1].
v
Figure 163: DASH User Action Report with values
L L3
6.9 Running reportin SSRS
In MEM navigate to \Monitoring\Overview\Reporting\Reports\DASH Reports
Right click on the “DASH User Action Reports” report and click on “Run in Browser” as shown in
(- E | I % » Monitering » Overview » Reperting » Reports » DASH Reports
Monitoring < DASH Reports 1 items
~ Queries Search
4 [T} Reporting H lcon Mame Category
=i, Reports I DASH User Action Renarts DASH Reports
| Administrative Security i
=) Pl Run in Browser E
Edit

| Asset Intelligence

| BitLocker Management (E2=12 S =3 AT

@ XN e

1 Client Push Refresh FS
1 Client Status Delete Delete
| Company Resource Access Properties

| Compliance and Settings Mana
| DASH Reports

"1 Device Management

E—.‘ Assets and Compliance

‘l%l Software Library
-

_.. Menitoring
T Administration
5 Community

Figure 164: Running Report in SSRS from MEM
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This opens the Report in SSRS where user can choose the required values for the 3 fields “Severity”,
"Users” and “Date Range” as shown in Figure 165.

= O *
DASH User Action Reports - SOOI X +

C A Notsecure | w16-pri/Reports/report/ConfigMgr_WP1/DASH%20Reports/DASH%20User%20Action%20Reports ¥ e

dl SQL Server Reporting Services { 7?7  Administrator

Y Favorites [ Browse = Comments
Home > ConfigMgr_WP1 > DASH Reports >~ DASH User Action Reports

Severity <Select a Value> v Users | <Select a Value> v [ view Report |

Date Range | <Select 2 Value» v

Figure 165: DASH User Action Report in SSRS

Upon selecting the values and clicking on “View Report”, the report can be viewed in SSRS as shown in
Figure 166.
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DASH User Action Reports - 501 X +
C A Notsecure | w16-pr1/Reports/report/ConfigMgr_WP1/DASH%20Reports/DASH%20User%20Action%20Reports h* 4 e
Administrator

Ldl SQL Server Reporting Services

E' Comments

* Favarites D Browse

Home > ConfigMgr_WP1 > DASH Reports > DASH User Action Reports

Severity *AHV&WES v Users | W16\administrator E
Date Range | <All Values: ~

] < h of 1 > B> )

v | View Report |

100% v = =4 Find | Next

Site Code Resource Name Record ID Resource Count

Date Time (UTC) Modified By  Severity Event Details
B 9/22/2020 §:47:42 BW16\Admini =lInformational BUser [W16\Administrator] modified DASH =WP1 EW16- 1 1
AM  strator settings for the site server [W16- PR1.W16.amd.c
PR1.\W16.amd.com] om
awWeP1 EM715QV1 2 1

B 9/22/2020 8:54:57 EW16\Admini Hlinformational BlUser [W16\Administrator] initiated
AM  strator Discover task on the device [M715QV1].

Figure 166: Viewing Report in SSRS
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Chapter 7

DASH Reports

DASH Reports gets deployed in 'DASH Reports’ folder to MEM reports while installation of AMPS provided
the site server has the role “Reporting services point”. It is deployed in following path:
//<reportserver>/Reports/browse/ConfigMgr_<SiteCode>/DASH Reports
Eg: On report server “w16-pr1” with site code “"WP1", as shown in Figure 167 the path:
http://w16-pr1/Reports/browse/ConfigMgr_WP1/DASH%20Reports

B 05 Repons - QU Semer 2011 X |
€ 2 C (A

w16-pr1/Repons/browse/Confighge_WP1/DASH%20Reports

[l | SQL Server Reporting Services

[ Browse

% Favorites

[]] DASH Reports

PAGINATED REPORTS (7

+ New v T Upload

"L [——

Figure 167: DASH Reports in SSRS

Following reports are available for DASH functionalities:

7.1 DASH Diagnostic Report

[} Manage folder

& L+ 7

Administrator

B Tiles v 0

This report summarizes DASH status of systems in a specfied Collection. User needs to provide the
collection name for which DASH diagnosis report is to be run.

The systems in the collection are divided into 4 states:

Diagnostic State

Inference

Actions Advised

DASH Managed Systems

Systems that are presently being
managed by AMPS.

None

DASH Unmanaged Systems

Systems that are DASH capable but
presently not being managed by AMPS.

Verify DASH credential
mismatch between AMPS and
the displayed systems.

Non DASH Systems

Not DASH Systems.

None

Systems are DASH capable but not
enabled.

Provision the systems using
DASHConfig package.

Systems are DASH capable and enabled
but port 623/664 is not opened.

Open DASH discovery port
623/664.

Undiscovered Systems

Systems that are not evaluated for DASH
capablities.

Run DASH discovery
operation.
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Report Name

DASH Diagnostic Report

Report Description

Summarizes DASH status of systems in a specfied Collection.

Callection Name: |NI Systems

< Back

H 4 1 of 1 b M @ & E o =~ | 100% - Find | Mext

I Mon DASH System (1}
Il DASH Managed System (3)
DASH Unmanaged System (3)
BN Undiscovered System (3)
3625 %

_————625%

18.75 % \

18.79 %

nmal emst are ca| ut not beil
DASH U hat DASH capable but Iy being

ged by rndly werify DASH credential
mismatch between AMPS and the

displayed systems

Figure 168: Diagonstic Report

7.2 DASH Wake On LAN Status Report

This report displays the result of 'DASH Wake on LAN' operation on systems in a specified collection.
User needs to provide the collection name for which report is to be run.

The report will provide information on whether DASH Wake Up succeeded on the given device
collection. The WOL status can have these values:

1) Success
2) Failed

3) Unknown (WOL may not have been enabled for this collection)
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"WAKE ON DASH' Status of systems in a specified collection
Description
: ; : : s Site :
Name Collection ID Last WOL Time WOL Status Code DASH Status
BL-IN-QAT1-61 PO10000C 8/29/2016 9:59:17 AM SUCCESS FO1 DASH MANAGED
BL-IN-QAT1-51 PO10000C 8/29/2016 9:59:17 AM FAILED FO1 DASH UNMANAGED
SYSMAN-BIAMCHI PO10000C 8/24/2016 12:11:57 PM FAILED PO1 DASH MANAGED
SYSMAN705-5FF PO10000C 8/29/2016 9:59:17 AM SUCCESS FO1 DASH MANAGED
INTELSYSTEM PO10000C 8/29/2016 9:59:17 AM FAILED FO1 DASH UNMANAGED
BL-IN-QAT1-56 PO10000C 8/29/2016 9:59:17 AM FAILED PO1 DASH UNMANAGED

Figure 169: DASH Wake on LAN Status Report

7.3 DASH Managed Systems Report

This report runs from Diagnostic report when user clicks on ‘DASH Managed' pie slice. It displayes the
systems that are presently being managed by AMPS in a specified collection.

If this report is run independently, it displayes the managed systems from ‘All systems’ collection.

The systems displayed in the result are fully configured for DASH. All DASH tasks were executed and
completed successfully.

Managed DASH systems of specified collection
& Description This report displays systemns that are presently being managed by AMPS
- %+ Computer & -
Host Name Collection ID Domain Site Code
HP3850 SMS00001 Wie WP1
HPF705G4-4 SMS00001 W16 WP1
M715QV1 SMS500001 W16 WP1
DEV-MAJA SMS00001 W16 WP1

Figure 170: DASH Managed Systems Report

7.4 DASH Unmanaged Systems Report

This report runs from Diagnostic report when user clicks on ‘'DASH Unmanaged’ pie slice. It displays
systems which are DASH capable but presently not being managed by AMPS because of credential

mismatch. If this report is run independently, it displayes the unmanaged systems from "All systems’
collection.

The systems listed in this report might have to be provisioned again. For provisioning refer section
Appendix 9.1.
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Description

Unmanaged DASH systems of specified collection

Computer s
Host Name Collection 1D Domain Site Code
INTELSYSTEM SM500001 TEST P01
BL-IMN-QAT1-56 SM500001 TEST FO1
BL-IN-QAT1-51 SMS00001 TEST FO1

Figure 171: DASH Unmanaged Systems Report

7.5 DASH Non DASH Systems Report

This report runs from Diagnostic report when user clicks on ‘Non-DASH' pie slice. It displays systems
which are not recognized by AMPS as DASH systems. If this report is run independently, it displayes the
non DASH systems from "All systems’ collection.

The systems in the result of this report are either
1. Non DASH supported systems
2. If DASH supported systems, DASH option might not have been enabled in the BIOS

Non DASH systems of specified collection

Description

* +  Computer -
Collection ID Domain

Lhd

Host Name Site Code

LM79 SMs00001 FO1

Figure 172: DASH Non DASH Systems Report

7.6 DASH Undiscovered Systems Report

This report runs from Diagnostic report when user clicks on ‘Undiscovered’ pie slice. It displays systems
that are not yet evaluated for DASH capabilities. If this report is run independently, it displayes the
undiscovered systems from ‘All systems’ collection.

For the systems in the result, AMPS has not yet run DASH discovery on systems. Discovery must be
scheduled on these systems.

Advanced Micro Devices Page | 191



[Public]

DASH Undiscovered systems of specified collection

= Description This report displays systems that are not yet evaluated for DASH capabilities,

Host Name +  Collection ID Domain Site Code
Provisioning Device SM500001 Provisioning
(Provisioning Device) Device

(Provisioning

Device)
%86 Unknown SM500001 %86 Unknown  WP1
Computer (x86 Computer
Unknown Computer) (x86 Unknown

Computer)
x64 Unknown SMS00001 x64 Unknown  WP1
Computer (x84 Computer
Unknown Computer) (64 Unknown

Computer)
10.138.143.254 SMS00001
10.136.5.254 SMS00001

Figure 173: DASH Undiscovered Systems Report

7.7 DASH Memory Report

The report shows a consolidated DASH Memory Inventory of DASH systems. Users of AMPS can
generate other reports of DASH inventory.

DASH Memory Report
System Name Resource ID Element Name Available Memory  Total Memory
DEV-MAJA 16777238 L1 - Cache 512 KB 512 KB
L2 - Cache 4 MB 4 MB
L3 - Cache s MB 8 MB
Total System Memory:0 16 GB 16 GB
HP5850 16777235 CPU #1 L1 Cache 256 KB
CPU #1 L2 Cache 1MB
CPU #1 L3 Cache 0 bytes
Total System Memory 767 MB 1GB
HP705G4-4 16777236 L1 - Cache 384 KB 384 KB
L2 - Cache 2MB 2MB
L3 - Cache 4 MB 4 MB
Total System Memory:0 16 GB 16 GB
M715QWV1 16777237 Cache 0 bytes 0 bytes
Total System Memory:0 0 bytes 0 bytes

Figure 174: DASH Memory Inventory Report
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Chapter 8 AMPS Status Monitoring

AMPS Status message in Monitoring category of MEM allows user to view all logged messages for the
actions performed by user.

8.1 All AMPS Status Messages

To view ‘All AMPS Status Messages’, perform the following steps:

1. Expand the Monitoring node.
2. Expand System Status node.
3. Select Status Message Queries.
4. Click the Show Message of All AMPS Status Message ribbon icon as shown in Figure 175.
5. Provide <Time> parameter to view messages as shown in Figure 176.
6 - | i) % » Monitoring » Overview » System Status »  Status Message Queries
Menitoring < Status Message Queries 43 items
4 | Overview " |Search
| Alerts lcon Mame - Cuery 1D
 Queries B All AMPS Status Messages - W16 sazannQ
= Reporting E (i) Al AMPS Status Messages - WPT ;d Sl o 0009
[ Site Hierarchy iFI All Audit Status Messages for a Specific User ;d Delete Messages pz2
4 [ System Status |f: All Audit Status Messages from a Specific Site # Refresh F3 01
B Site Status |fI All Status Messages /5 Delete Delete B3
& Component Status |fI All Status Messages for a Spec?'jc Collection af @I Set Security Scopes 4
o L All Status Messages for a Specific Deployment ! i
'___JE Conflicting Records . i All Status Messages for a Specific Package at 4 Properties 05
L LSt hessane Querl It All Status Messages from a Specific Component at a Specific Site SMS507
e e i B All Status Messages from a Specific Compaonent on a Specific System SMS508
3“-\ Phased Deployments B All Status Messages from a Specific Site SM55094
[Z1 Client Oberations R All Status Messages from a Specific System SMS508
’\. Assets and Compliance |f: All Status Messages of a Specific Severity from a Specific Source at a Specific Site SM5509
L Boundaries Created, Modified, or Deleted SMS580
Tﬁl R i Client Component Configuration Changes SM5514
.. Monitoring B Client Components Experiencing Fatal Errors SMS5515
c i Client Cenfiguration Requests (CCRs) Processed Unsuccessfully SMS513
r- Administration ( Clients Assigned to or Unassigned from a Specific Site SMS516
Figure 175: All AMPS Status Messages Queries
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All AMPS Status Messages >

Select each name in the prompted value list and specify the value before
executing the query.

Prompted value:

MName | Value
Time  <Unresolved:=

Value

™ Specify date and time:

|12-10-2020 R =

| (UTC +05:30) Chennai, Kolkata, Mumbai, New Delhi =~

% Select date and time:

[i2hour< aco ~

OK I Cancel |

Figure 176: Select Date and Time for AMPS Status Messages

[ Configuration Manager Status Message Viewer for <WP1> <\W16 CAS Setup> - m] X
File Edit View Help
”E =] | * | & v ‘ (=) ||AIIAMPS Status Messages LI
| Severi T Si o D Ti ipti ~
Milestone  WP1 W16-CAS W16 AMD.COM  AMPS 39007 User <W1B\Administrator> initiated inventory on the device <M7150V1>.
Milestone  WP1 W16-PR1.W1B.amd.com AMPS 39997 Inventory is completed on 'HP705G4-4',
Milestone WP1 W16-CAS.W16.AMD.COM  AMPS 39997  User <W1B\Administrator> initiated inventory on the device <HP705G4-45>,
Milestone WP1 12-10-2020 16: 5 W16-PR1.W16.amd.com AMPS 39937 Inventory is completed on 'HP3830",
Milestone  WP1 12-10-2020 16:41:55 W16-CASWISAMD.COM  AMPS 39997 User <W1B\Administrator> initiated inventory on the device <HP3850>,
Milestone  WP1 12-10-2020 13:37:29 W16-CASWIBAMD.COM  AMPS 39997 User <W1B\Administrator> initiated inventory on the device <M7150V1=.
Milestone WP 12-10-2020 13:37:24 ‘W16-PR1.W16.amd.com AMPS 39997  Inventory is completed on 'HP703G4-4',
Milestone  WP1 12-10-2020 13:37:10 W16-CAS.W16.AMD.COM  AMPS 39997  User <W1B\Administrator> initiated inventory on the device <HP705G4-4».
Milestone  WP1 12-10-2020 13:37:03 ‘W16-PR1.W1B.amd.com AMPS 39997 Inventory is completed on "HP53850".
Milestone WP W16-CAS.W16.AMD.COM  AMPS 39997 User <W1B\Administrator> initiated inventory on the device <HP3850>,
Milestone  WP1 ‘W16-PR1.W16.amd.com AMPS 39997 Inventory is completed on 'DEV-MAJA',
Milestone WP W16-CASWI16.AMD.COM  AMPS 39997  User <W1E\Administrator= initiated inventory on the device <DEV-MAJA=,
Milestone  WP1 12-10-2020 13:35:50 ‘W16-PR1.W16.amd.com AMPS 39997 'HP3850' is Managed DASH capable.
Milestone WP 12-10-2020 13:35:48 W16-PR1.W16.amd.com AMPS 39997 'DEV-MAIA' is Managed DASH capable.
Milestone  WP1 12-10-2020 13:26:08 W16-CAS.W16.AMD.COM  AMPS 39997 User <W1B\Administrators initiated Discover on the collection <All Systems=.
Milestone WP1 12-10-2020 13:26:08 ‘W16-PR1.W1b.amd.com AMPS 39997 "“'Discovery' occurs one time at 2020-10-12 01:35 PM" is scheduled successfully on collection "SMS00001".
Milestone  WP1 12-10-2020 13:24:52 W16-CASWI1GAMD.COM  AMPS 39997 User <W1G\Administrator> modified DASH settings for the site server <W16-PR1.W16.amd.com>.,
Milestone WP ‘W16-PR1.W16.amd.com AMPS 39997 DASH Configuration was updated successfully.
Milestone  WP1 ‘W16-PR1.W16.amd.com AMPS 39997 DASH authentication list was updated successfully.
Milestone WP ‘W16-PR1.W16.amd.com AMPS 39997  Inventory is completed on 'HP703G4-4',
Milestone  WP1 12-10-2020 12:31:24 W16-CAS.W16.AMD.COM  AMPS 39997  User <W1B\Administrator initiated inventory on the device <HP705G4-4».
Milestone WP1 12-10-2020 12:29:18 ‘W16-PR1.W1b.amd.com AMPS 39997 Inventory is completed on 'DEV-MAJA",
Milestone  WP1 12-10-2020 12:29:07 W16-CASWI1GAMD.COM  AMPS 39997 User <W1G\Administrater> initiated inventery on the device <DEV-MAJA>, v
[T 17 18 aman 11EAT WL AR AL e e Aranc AT ke T el ekn o R ATAT A
All AMPS Status M) : 46 of 46 messages displayed. 1 selected. i A

Figure 177: All AMPS Status Messages
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Chapter 9 Appendix

For more information about the AMPS please go over this section

9.1 Provisioning

Refer section 2.4.2 in ActiveDirectoryConfiguration_for_ MEM.pdf document.

9.2 Using self-signed certificates for HI'TPS communication

Refer the document ‘DASHCertificates.pdf’ in the ‘doc’ folder of AMPS installation.

9.3 Discussion forum link

More details about AMPS features and AMPS updates can be found in:
Link: http.//www.amd.com/DASH

9.4 Active Directory Configuration Documents

AMPS installation comes with 2 separate documents for active directory configuration.
1. ActiveDirectoryConfiguration_for_MEM.pdf
2. ActiveDirectoryConfiguration_for_SCCM.pdf

9.5 DASH support email

For your AMPS queries /feature request please write to our support email
Email: dashsupport@amd.com

Note: AMPS is based on the DMTF DASH specification. Some commands might not be supported by a
given platform. Check the platform documentation on the DASH support.
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